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June 4, 2010
The Honorable Rick Boucher

Chairman

Subcommittee on Communications, Technology and the Internet

House Energy and Commerce Committee

U.S. House of Representatives 

Washington, DC  20515

The Honorable Cliff Stearns

Ranking Member

Subcommittee on Communications, Technology and the Internet

House Energy and Commerce Committee

U.S. House of Representatives 

Washington, DC  20515

Dear Chairman Boucher and Ranking Member Stearns:

On behalf of the Association of National Advertisers (ANA), I am writing to express our comments on the Discussion Draft privacy bill that was released on May 4th.

ANA is the advertising industry’s oldest trade association and the only group dedicated exclusively to enhancing the ability and protecting the rights of companies to market their products and services on a national basis.  Our members are a cross-section of American industry, consisting of manufacturers, retailers and service providers.  Representing more than 9,000 separate brands that collectively spend over $200 billion in advertising and marketing, our member companies market a wide array of products and services to consumers and other businesses.  Many of our members are actively engaged in e-commerce.

We commend you for your consistent efforts with regard to privacy throughout the last decade.  These are vey complex issues with very significant economic implications both for the economy in general and many companies throughout the United States.  Privacy protection is a critical issue for both consumers and marketers.  Advertisers have a great economic interest in satisfying the privacy concerns of consumers, in both the offline and the online world.

The future of the Internet and the future of target marketing, which provides the economic foundation for economic efficiency and support for the marketplace of ideas, all depend on our finding a solution to the legitimate privacy concerns of consumers.  Marketers understand that the full potential of the Internet will never be reached unless consumers feel secure in the online environment.  Since e-commerce is one of the most vibrant parts of our economy, particularly during this difficult period it is critical that Congress not do anything prematurely to restrict the growth of this marketplace.
At the same time, offline privacy issues, which recently have not received as much focus, deserve very careful consideration and analysis as well.

ANA, however, does not believe that broad new federal legislation encompassing online and offline privacy issues is necessary at this time.  We believe that consumers can be best protected through a combination of existing privacy laws and regulations, privacy enhancing technology, effective self-regulation and the backstop of the FTC’s current powers to stop false, deceptive or unfair acts or practices.

The Business Community has Responded Strongly to Consumer Privacy Concerns

In analyzing the need for legislation in the privacy area, it is important to place these issues within a balanced contextual framework.  The private sector has made substantial progress over the past several years to enhance the level of privacy protection for consumers in the online environment.  At the urging of ANA, other industry groups and the Federal Trade Commission (FTC), almost every major commercial website has adopted and posted privacy policies to tell consumers how they collect and use information.  In addition, the private sector has developed major seal programs to assure consumers that websites are in fact carrying out their online privacy policies.  A multitude of new technologies from “cookie cutters” to “anonymizers” provide consumers with tools to protect their privacy in the online world.
It’s important to remember that the FTC already has legal authority to enforce these privacy promises.  Once a company posts a privacy policy, the FTC has jurisdiction to go after the website if it does not live up to the privacy promises made.  The FTC has brought an increasing number of enforcement cases based on this authority. 

A New Self-Regulatory Program for Online Behavioral Advertising

One of the most important segments of the broad consumer privacy debate is online behavioral advertising – the collection of data from a particular computer regarding web viewing over time and across websites for the purpose of delivering advertising to that computer based on inferences from web-viewing behavior.

The FTC began to focus on the privacy implications of online behavioral advertising (OBA) in 2007.  The Commission issued a set of self-regulatory principles and urged the business community to adopt them.  At that time, ANA and four other groups (the Direct Marketing Association, the American Association of Advertising Agencies, the Interactive Advertising Bureau and the Council of Better Business Bureaus) began serious efforts to accept the challenge of the Commission and develop a strong, effective self-regulatory program for OBA.

After months of extensive discussion involving many companies, the coalition released the key principles for a self-regulatory program for OBA in July of 2009.   
The seven key principles include:

· Education

· Transparency

· Consumer Control

· Data security

· Changes in privacy practices

· Sensitive data

· Accountability

The document describing the OBA self-regulatory principles is available at: 

http://www.ana.net/advocacy/content/1802
Our program received generally positive reviews from policymakers.  Since last summer, we have been working on four specific projects: 

· Developing an industry icon that will appear on OBA-served web ads

· An outreach program to educate consumers about the benefits of OBA

· An industry webpage where consumers can go to opt-out of OBA

· An accountability program to be operated by the CBBB (the DMA has a separate accountability program for DMA member companies)

Speaking at the Cable Show 2010 last month, FTC Chairman Jon Liebowitz had positive things to say about OBA and said the Commission has “great hopes” for our industry self-regulatory program.  The Chairman stated: “So long as self-regulation is making progress, the FTC is not interested in regulating in this area.”        

There is no question that the marketing community has made substantial progress in this area.  We have also learned how complex and technologically challenging these issues are.  We are fully committed to rolling out this project as quickly as possible to assure that the program is effectively operational and providing increasing consumer privacy protection.

We would be happy to provide a briefing to you and your staffs on the status of this important project.   While more remains to be done, we believe the business community has made consistent and accelerating progress in this area.

The Scope of the Proposed Legislation

The Discussion Draft has an unprecedentedly broad scope.  It imposes rules on the collection and use of information in every business setting, for every type of business entity, in both the online and offline environment.  This proposed regime would be a dramatic and drastic shift from the way in which privacy has been traditionally regulated in the United States.

As you are aware, the United States historically has taken a sectoral approach to privacy regulation, adopting specific rules to apply to a specific industry and perceived problems.  As a result, there are more than ten separate federal regulatory privacy regimes, including the Children’s Online Privacy Protection Act, the Cable Communications Policy Act, the Telephone Consumer Protection Act, the Video Privacy Protection Act, the Gramm-Leach-Bliley Act, the Fair Credit Reporting Act, and the Health Insurance Portability and Accountability Act, to name just a few.

ANA believes it is critical to determine how the Discussion Draft would be harmonized with all the existing federal privacy laws.  A major diversified business could easily find itself subject to multiple and conflicting requirements and definitions.  Conflicting definitions and standards on when a consumer may opt-out of the transfer of information to another entity would be very confusing to consumers and could have a chilling effect on their willingness to permit information to be shared in the marketplace.  There is substantial economic evidence that such a result could impose multibillion dollars of costs on various industry sectors. 

The Discussion Draft prescribes a very long, complex and detailed privacy notice that consumers must receive prior to providing any covered information, either online or offline.  In addition to including a hyperlink or listing of the FTC’s online consumer complaint form, Section 3(a)(2)(b) mandates that the notice include very specific information about 14 unique matters.  Many policymakers and critics argue that the privacy policies that are now on most commercial websites are too long, complex and legalistic.  The notice requirements of the Discussion Draft would provide little assistance in this regard to consumers and are likely to exacerbate this problem.  
We believe the definition of “covered information” in Section 2 of the Discussion Draft is too broad.  Most privacy policies or regimes regulate the collection, use and transfer of “personally identifiable information” (PII).  The draft goes far beyond PII and broadly defines “covered information” to include “identifiers” such as IP addresses, user names and passwords.  The final provision of the “covered information” definition (Section 2(5)(J)) then seems to swallow up and cover the entire information universe of anything not already included in subparagraphs (A) through (I): “Any other information that is collected, stored, used, or disclosed in connection with any covered information described in subparagraphs (A) through (I).  These requirements are far too broad.

Section 4 of the Discussion Draft would require each covered entity to establish “reasonable procedures to assure the accuracy of the covered information it collects.”  The substantial breadth of the definition of “covered information” to include virtually the entire information universe about a consumer would seriously expand the scope of this obligation.  We are concerned that this provision could under the Draft possibly lead to a broad right of consumer access to all information held about them by a company and the right to “correct” that information.  Providing consumers with such broad access to all information, without adequate protections, can create, if not carefully developed, a new set of major privacy and security risks. 
Some of the information included in the definition of “covered information” such as name and address data is publicly available and easy to use to reach consumers.  Getting written express consent to collect a mailing address, as would be required in the offline provisions of the Draft, will be costly for companies and annoying to consumers.

The Discussion Draft would require a consumer opt-out even for first party collection and uses of information.  This goes far beyond current practices as well as the current policies of the FTC.  In the February 2009 FTC Staff Report: “Self-Regulatory Principles for Online Behavioral Advertising” the staff noted that “’first party’ behavioral advertising practices are more likely to be consistent with consumer expectations, and less likely to lead to consumer harm, than practices involving the sharing of data with third parties or across multiple websites.”  Thus, the staff concluded that it is not necessary to include “first party” behavioral advertising practices within the scope of the Principles.  
When consumers go to a commercial website that has posted a privacy policy, they know how that site collects and uses information.  Likewise in the offline environment, first party retailers or vendors do not have to provide notice and choice with respect to their own collection and use of customer information.

Under Section 12 of the Discussion Draft, this new legislation would take effect one year after the date of enactment.  Given the complexity of these issues and the incredibly broad scope of regulating information practices across the entire U.S. economy, this time period is much too short.

One fundamental question that Congress must address is what is the harm that the legislation is seeking to address?  Consumers have a legitimate concern about how health or financial information about them might be used by someone else.  Thus we have the GLB and health privacy laws and regulations to address those specific concerns and potential harms.

The Discussion Draft, however, goes far beyond these realms and would regulate the collection and use of information in every part of the economy, including information about how many shirts someone orders from a retailer and what color, size and price they were.  What is the potential harm that can come to a consumer from the use or transfer of that type of general commercial information?  Does that potential harm justify a sweeping, virtually all-inclusive new privacy regime that imposes substantial costs and burdens on every business in America?

We believe that the legitimate privacy concerns of consumers can be best protected through strong, effective and flexible industry self-regulation.

The Opt-In Requirement is Unworkable 

The Discussion Draft would only permit transfer of data to third parties, including for marketing purposes, if consumers opt-in.  This mandate would almost certainly add tremendous new costs to businesses and raises serious First Amendment concerns.

Several years ago, the Privacy Leadership Initiative (PLI) carried out a number of economic studies to determine the value of information transfer in our economy and the potential costs of an opt-in regulatory regime.  In the financial arena, a number of studies demonstrate multi-billion dollar annual savings from accurate credit reporting and the avoidance of fraud due to the collection of data and data access.  In the apparel sales area alone, it was demonstrated that if catalog sellers were unable to use routine data that they collect from customers and obtain third party data, they would have to raise their prices by more than $1.4 billion annually.  These studies are available at: http://www.bbbonline.org/UnderstandingPrivacy/library/
The PLI studies show that gaining affirmative consent under an opt-in system from consumers is a very difficult and expensive process.  For example, several years ago, US West conducted an affirmative consent trial using both call centers and direct mail.  Outbound telemarketing calls obtained an opt-in rate of 29% of residential subscribers at a cost of $20.66 per positive response.  Direct mail was much less successful, obtaining a positive response rate between 5% and 11% and costing between $29.32 and $34.32 per positive response.  US West concluded that opt-in was not a viable approach because it was too difficult, too time intensive and too costly. 

Therefore, the cost implications of this legislation could be very substantial and detrimental.  We need to be very careful before making such a sweeping change. 
An opt-in requirement, however, implicates issues that go far beyond cost and economic efficiency.  Some courts and legal scholars believe that it raises serious First Amendment issues.  In 1999 in U.S. West v. Federal Communications Commission, 182 F.3d 1224, the 10th Circuit Court of Appeals held that the government must carry out a careful calculation of costs and benefits associated with burdens on speech imposed by an opt-in rule.  In that case, the court struck down an FCC rule that contained an opt-in requirement, concluding that the rule violated the First Amendment. 

Some companies may determine that the opt-in approach works best for their business model.  However, these First Amendment and other considerations must be carefully analyzed before an across-the-board opt-in approach is mandated or the government will not meet the requirements laid out by the Supreme Court for the protection of commercial speech. 

The Need for a Level Playing Field for Privacy Regulation

As the focus on privacy issues has increased, some companies that are primarily Internet based have become concerned about assuring regulatory equity between online and offline entities.  ANA believes that companies should be treated fairly in whatever medium or venue they do business.  However, in light of the many ways business communicates with consumers, it is not clear, without careful examination and analysis, whether identical rules should be imposed across the board for all online and offline information practices.

As you know, most of the major privacy legislation that has been recently introduced in Congress has focused on online privacy issues.  Should information that a company obtains online from a consumer always be treated the same as information that the company obtains offline and are the privacy expectations of consumers identical in both settings? 

There may be significant, practical and technological issues involved in treating all information the same, however obtained.  Further, there are practical differences in how notice can be delivered and choice exercised by consumers in the online and offline environments.  Obtaining consent in the online world, for example, can be very different from obtaining consent in a retail store setting or in the course of a telemarketing call.

Therefore, any new laws or regulations should provide sufficient flexibility to reflect different ways of communicating with consumers.  If the Subcommittee pursues legislation in this area, we strongly urge you to avoid any policy choices that provide a competitive advantage (or disadvantage) to either the online or offline business community.  The focus should be on maintaining and enhancing a fair regulatory playing field for online and offline businesses, rather than on a one-size fits all regulatory regime.

ANA Supports Uniform, Federal Enforcement of Privacy Laws

The Internet is the first truly global medium and we must be very careful not to allow Internet privacy regulation to become balkanized through multiple, inconsistent state laws.  As noted earlier, we believe that it is premature for Congress to adopt sweeping general privacy laws such as those proposed in the Discussion Draft.  However, if Congress were to act, we support Section 10 of the Discussion Draft, which preempts state laws or regulations regarding the collection, use and transfer of “covered information” in the commercial marketplace.

If legislation is seriously considered, we also support Section 9, which would preclude any private right of action.  We commend you for being sensitive to the concerns of the business community about the potential of massive liability or frivolous litigation through multiple enforcers or private rights of action.  We believe that the convergence of these dangers could cripple the growth of the Internet and severely impact commerce in general.   

Conclusion

Privacy gives rise to very complex issues and no one, in industry or government, has all of the answers.  We believe the business community is actively working to address the legitimate privacy concerns of consumers.  It would be premature for the Congress to enact sweeping legislation such as that contained in the Discussion Draft, particularly since policymakers, consumers and the business community will all obtain extremely important data and information from the rapidly developing industry self-regulatory efforts in this area.
We appreciate your deep concerns about privacy issues and look forward to continuing to work with you and your staff on these critical matters.  
Please contact us if we can provide you with further information in regard to these important questions.

Sincerely,
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Daniel L. Jaffe

Executive Vice President
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