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require pre-approval by a firm’s compliance officer or a 
designee for all such business-related postings using social 
media (a supervisory nightmare); (2) a limited prohibition 
against allowing any information to be posted to the public 
profile portion of any social media; or (3) an absolute 
prohibition against employees communicating any 
information about the advisory firm (other than the name of 
their employer) on a social media site.  

RIAs should make all employees aware that posting any 
information about their advisory firm on a social media site 
is considered advertising and, as such, is subject to SEC 
prohibitions and firm policies and procedures. An advisory 
firm should also require that all employees attest to the fact 
that they are in compliance with the firm’s rules regarding 
advertising and electronic communications. The firm’s chief 
compliance officer should also periodically visit the more 
common social media sites to check for violations of either 
Rule 206(4)-1 or the firm’s own policies and procedures. 

The fact that the SEC is now on Twitter should be of 
additional concern. One of the SEC’s very first tweets 
discussed a recent enforcement action against an RIA. It 
stands to reason that if the SEC is on Twitter, then it 
certainly is capable of finding compliance violations in 
social media. 

 
Insider Trading 

Social media’s “stock in trade” is the communication of 
information. Thus, there is an obvious likelihood that some 
of the information that might be conveyed via social media 
could be material, non-public information. The transmission 
of such information, if it breaches a duty to the company or 
to the person who shared the information, may itself be a 
violation of the securities laws, and if you trade on such 
information, you very likely have committed insider trading. 
This conduct is regulated largely through the antifraud 
provisions, but most often Section 10(b) of the Securities 
Exchange Act and Rule 10b-5 thereunder. 

Underscoring its recent announcements that insider trading 
remains a high priority, the SEC has entered into an 
agreement with the New York Stock Exchange’s regulatory 
arm (NYSE Regulation, Inc.) and FINRA to improve 
detection of insider trading across the equities markets by 
centralizing surveillance, investigation, and enforcement in 
these two entities. In addition, the SEC’s new 
organizational structure, announced in 2009 and put into 
place this year, includes specialized subject-matter 
Enforcement units, including a Market Abuse Unit, focused 
on investigations involving large-scale market abuses and 
complex manipulation schemes by institutional traders, 

market professionals, and others. The Market Abuse Unit 
relies heavily on computers, cross-checking trading data on 
dozens of stocks with personal information about individual 
traders, such as where they went to school or where they 
used to work, looking for patterns by traders across 
multiple securities, to see if there are any common 
relationships or associations between those traders. 
Suffice it to say, social media will be crucial in making 
some of these connections for this specialized team.  

These changes, together with recent pressure brought to 
bear on U.S. regulators by high-profile enforcement 
failures, are likely to result in increased enforcement in this 
area. This is true because insider trading cases, 
specifically, are comparatively easy for regulators to 
identify and investigate and, in light of public pressure, 
regulators have a substantial interest in bringing higher 
numbers of cases. At the same time, we have seen an 
increase in insider trading investigations and prosecutions 
worldwide, as well as an unprecedented level of 
international cooperation among securities regulators to 
pursue violations across jurisdictions. In particular, the 
Financial Services Authority in the UK has put the 
identification and punishment of insider trading at the top of 
its enforcement agenda. 

Thus, social media is of particular importance when 
considering insider trading issues because of the volume of 
information traffic, the fact that the traffic crosses borders, 
and the ability of regulators to locate the source of the 
information, since social media postings—like everything 
on the Internet—never really disappear. 

 
Other Potential Liability—Market Manipulation, 
False Rumors 

Wrongly used, information posted in social media can 
expose companies to regulatory investigations and legal 
claims, and expose companies’ securities to manipulation 
by those who would intentionally exploit the media for 
unlawful activity. Companies should assure that sites, 
pages and other outlets for discussion and dispersal of 
information are being properly and lawfully used.  

In much the same way that companies protect their 
trademarks and trade dress, they should protect their 
company names and their information, or risk finding 
themselves on the receiving end of an investigative 
subpoena, even in circumstances where the company itself 
had no involvement whatsoever. The SEC has announced 
its intention to pursue “false rumor” cases. This is just one 
variety of market manipulation, and social media is the 
perfect place for such rumors to grow and eventually 
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impact stock prices. Although companies will not be able to 
ameliorate all such activity, reporting such conduct to 
regulators (and to website hosts) in the first instance is just 
one consideration that should be discussed with counsel. 

 
Current Legal and Regulatory Framework in 
the Securities Sector 

Three recent cases brought by the SEC offer cautionary 
tales. Although none involved the use of social media, any 
of the conduct for which the defendants were charged—
and settled with the SEC—could have been accomplished 
using social media. 

 
Violation of Regulation FD 

In SEC v. BlackD

313
D, the defendant, the designated investor 

relations contact of American Commercial Lines, Inc. 
(“ACL”), acting without authority and without informing 
anyone at ACL, selectively disclosed material, nonpublic 
information regarding ACL’s second quarter 2007 earnings 
forecast to a limited number of analysts without 
simultaneously making that information available to the 
public, in violation of Regulation FD. Specifically, after ACL 
had issued a press release projecting second quarter 
earnings would be in line with its first quarter earnings, the 
defendant sent e-mail from his home to eight analysts who 
covered the company, advising that second quarter 
earnings “will likely be in the neighborhood of about a dime 
below that of the first quarter,” thus cutting ACL’s earnings 
guidance in half. The resulting analysts’ reports triggered a 
significant drop in the company’s stock price—9.7 percent 
on unusually heavy volume. Although this selective 
disclosure occurred via e-mail, it could just have easily 
been accomplished on the defendant’s Facebook page.  

The SEC determined not to bring any action against ACL 
because it acted appropriately, cooperating with the 
investigation and taking remedial steps to prevent such 
conduct in the future. In its release announcing the case, 
the SEC noted that, even prior to defendant’s violative 
disclosure, “ACL cultivated an environment of compliance 
by providing training regarding the requirements of 
Regulation FD and by adopting policies that implemented 
controls to prevent violations.” In addition, the SEC 
highlighted that the defendant had acted alone, and that 
ACL, on learning of the selective disclosure, immediately 
publicly disclosed the information by filing a Form 8-K with 
the SEC.  

More recently, the SEC filed a civil injunctive action against 
Presstek, Inc. and its former President and CEO, Edward 
J. Marino, for violations of Regulation FD and Section 13(a) 
of the Securities Exchange Act.D

314
D The SEC charged that 

Marino took a call from Michael Barone, the managing 
partner of Sidus, an investment adviser, whose funds held 
substantial positions in Presstek. The call between the two 
is documented in Barone’s notes and text messages that 
he sent to colleagues at Sidus during and after the call.  

According to the SEC’s complaint, and Barone’s notes, 
Marino revealed during the call that “[s]ummer [was] not as 
vibrant as [they] expected in North America and Europe,” 
and while “Europe [had] gotten better since [the summer]… 
overall a mixed picture [for Presstek’s performance that 
quarter].” During the course of these disclosures from 
Marino, Barone sent a text to a Sidus colleague, “sounds 
like a disaster.” That colleague inquired as to whether he 
should be buying Presstek puts, and Barone confirmed. 
After the call ended, Sidus began selling, and Barone sent 
a text to the Sidus trader “sell all prst,” which he did. 
Coincident with those sales, Presstek’s stock dropped 
19 percent. Presstek accelerated disclosure of its poor 
quarterly earnings numbers, issuing the report the next 
day, with the result that the stock dropped another 
20 percent. 

Presstek settled with the SEC without admitting or denying 
liability, agreeing to pay a $400,000 civil penalty. The 
Commission acknowledged substantial remedial measures 
taken by the company, including the replacement of its 
management team. Marino continues to fight the charges.  

The case is interesting on a number of levels, particularly 
since there are probably many who would wonder whether 
the statements attributed to Marino rise to the level of 
material non-public information, which is likely why the 
matter is charged solely as a Regulation FD violation, with 
no insider trading charges. But there is no question that the 
comments cited are the sort of vague generalities that just 
might show up in a tweet or a Facebook newsfeed. 

 
False Rumor  

In SEC v. BerlinerD

315
D, the defendant, a trader himself, was 

charged with disseminating a false rumor concerning The 
Blackstone Group’s acquisition of Alliance Data Systems 
Corp. (“ADS”) via instant messages to other traders at 
brokerage firms and hedge funds. In short order, the news 
media picked up the story, resulting in heavy trading in 
ADS stock. Within 30 minutes, the defendant’s false rumor 
caused the price of ADS stock to plummet 17 percent, 
causing the New York Stock Exchange to temporarily halt 
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trading in ADS stock. Later that day, ADS issued a press 
release announcing that the rumor was false; by the close 
of the trading day, the stock price had recovered. On the 
day of the rumor, more than 33 million shares of ADS were 
traded, representing a 20-fold increase over the previous 
day’s trading volume. Although the defendant sent the false 
rumor by instant message, he could have disseminated it 
through social media. One could easily imagine how a false 
rumor could spread even faster via Twitter, wreaking havoc 
with an issuer’s stock price. 

 
Insider Trading 

Although the misappropriated disclosures in SEC v. 
GangavarapuD

316
D were made during telephone calls 

between siblings, the facts disclosed are exactly the sort of 
details you could find on someone’s Facebook page: “my 
husband is working all hours,” “my husband is traveling a 
lot for business,” “things are crazy at work for my husband,” 
“thank goodness, after tomorrow, things will calm down for 
my husband at work!” 

According to the SEC’s complaint, the defendant 
misappropriated material non-public information from his 

sister, whose husband was an executive officer at 
Covansys Corporation, and purchased $1.4 million in stock 
based on the misappropriated material non-public 
information. Covansys was in discussions with Computer 
Sciences Corporation (“CSC”) and another company about 
their interest in acquiring Convansys. During that time 
period, the defendant often spoke with his sister by 
telephone and they discussed matters such as her 
husband’s work activities and whereabouts. For example, 
the defendant’s sister told him that her husband was in 
closed-door meetings, that he was working a lot and that 
he had traveled overseas for work. Then, after learning 
from her husband that the Covansys’ board of directors 
would vote the next day on which acquisition offer to 
accept, she told the defendant “by tomorrow, it’s a relief, it 
will be over.” Based on these details of his brother-in-law’s 
working life, the defendant purchased more than 54,000 
shares of Covansys stock over eight days. When the public 
announcement came that CSC would acquire Covansys, 
the next day, the price of Covansys’ stock rose 24 percent, 
resulting in trading profits for the defendant totaling more 
than $361,761.  

 
 

Bottom Line—What You Need to Do 

Before you decide to adopt social medial as a form of communication and disclosure, you must ensure that the proper controls 
are in place. Whether it be material disclosures, advertising, or everyday business disclosures, you must be certain that your 
communications meet the regulatory requirements. For material disclosures, that means compliance with Regulation FD. For 
advertising of transactions or services, this means assuring that you obtain the proper approval before using social media, and 
that you are not in violation of any regulations, such as the Investment Adviser’s Act. You should verify that all mandatory 
disclaimers regarding forward-looking statements and financial measures are included with any electronic disclosure.  

The spontaneity of social media presents a number of risks. Regularly monitoring your websites and social media presence to 
assure that the discussion is appropriate, the dispersal of information is compliant with the securities laws, and more simply, that 
these vehicles are being properly and lawfully used, is a good dose of preventive medicine. In addition, conduct routine searches 
for the use of your company’s name and corporate logo or other image, so as to assure that false rumors or other manipulations 
are not occurring. 

Insider trading policies, together with good training programs that animate the dry rules and place employees into the types of 
real-life situations where information can be inadvertently shared, and strict controls on material non-public information, are 
really the only ways that companies can protect themselves. Employees must understand the importance of Regulation FD’s 
prohibitions on selective disclosure and know to keep the company’s most important confidential information internal to the 
company. They need to know what information they can and cannot communicate electronically in order to stay within the limits 
of compliance. Such programs, together with meaningful and well-circulated corporate policies, will help to prevent violations in 
the first instance; and, if a problem should arise, the fact that your company has undertaken these steps may tip the balance in 
your favor when the SEC is deciding whether or not to bring an enforcement action. 

Finally, social media is new territory and the rules are constantly evolving. You will have to make a decision whether it is 



Network Interference: A Legal Guide to the Commercial Risks and Rewards of the Social Media Phenomenon 
 

Securities (U.S.)  87  

necessary to use social media at this moment for your company to stay ahead of the curve. If so, then carefully plan, execute, 
and periodically revisit a strategy that ensures that your use of social media is compliant with securities laws, and that you are 
protected against its abuse..  
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Introduction 

This chapter looks at the relationship between social media and trademark protection.  

Social media has provided individuals and businesses alike with the ability to communicate to an infinite number of people 
instantly. This great advantage, however, comes with great risks, not the least of which is the appropriation of one’s intellectual 
property. The vigilance and policing of an owner’s intellectual property has become of the utmost importance as communication 
provided via social networks is both viral and perpetual. A global infringement that once took weeks, months or years to occur, 
will now take shape as fast as someone can hit “enter” on his or her keyboard. And, once the infringement is out there in 
cyberspace, there is no way of knowing if the offending material is ever truly deleted. As more and more individuals and 
businesses incorporate social media into the promotion of their products and services, increasing brand awareness, they are 
also finding that unauthorised use of their trademarks, service marks and trade names are emerging through these same 
channels.  

First, we will examine trade mark infringement occurring on social media platforms such as Twitter and Facebook, and how their 
respective policies deal with infringers. Next, we will examine the issue of impersonation on Facebook and Twitter. Finally, we 
will discus virtual worlds and the infringement occurring therein. As this chapter will outline, protecting and leveraging intellectual 
property through social media is an ever-increasing demand that is fraught with legal pitfalls.  
 

Social Media in Action in Trademarks 

Trademark, Service Mark and Trade Name 
Infringement 

Twitter, Facebook, and virtual worlds such as Second Life, 
to name a few, allow their members to adopt user names, 
personalised sub-domain names, virtual products, and 
avatars, which all create confusion as to source. There is 
little resolve to prevent an individual or entity from adopting 
a user name or sub-domain name that incorporates 

another’s trademark or personal name. Nor has the law 
caught up with issues involving the “sale” of virtual 
products that bear trademarks owned by another or the 
creation of avatars that resemble celebrities.  

Twitter 

Twitter, a social networking service that allows users to 
send and read posts of up to 140 characters in length 
(“tweets”) has experienced meteoric growth since its 
launch in July 2006, with almost 75 million visitors in 
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January 2010 alone.D

317
D Think about the marketing 

opportunities; now, think about how many people could be 
deceived by trademark infringers and impersonators. Upon 
joining Twitter, members create a username which is the 
“identity” through which their tweets are sent and received. 
A recurring issue is a member registering a username that 
is the trademark of another or a name belonging to a 
celebrity.  

In September 2009, ONEOK, Inc. sued Twitter for 
trademark infringement, alleging that the company 
wrongfully allowed a third party to adopt the username 
“ONEOK,” its company trademark, from which the 
unnamed third party tweeted information about the natural 
gas distributor.D

318
D The complaint alleged that the 

messages were misleading in that they were made to 
appear like official statements from ONEOK when, in fact, 
the company had no involvement in sending them. Over 
the course of a month, ONEOK unsuccessfully asked that 
Twitter terminate or transfer the unauthorised account. 
After the complaint was filed, however, the parties resolved 
the dispute and the account has since been transferred to 
the company.  

A more complex situation arose for Vodafone, whose UK 
Twitter account was hijacked internally (with a tweet we 
cannot reproduce here for reasons of taste) by a 
(presumably now ex) employeeD

319
D.  

If the Vodafone case proves that companies must have 
robust internal policies on consumer-facing social network 
activity, third-party “Twitterjacking” is less easily dealt with. 
Twitter does have a trademark policy in place that provides 
the following: 

Using a company or business name, logo, or other 
trademark-protected materials in a manner that may 
mislead or confuse others or be used for financial gain 
may be considered trademark infringement. Accounts 
with clear INTENT to mislead others will be 
immediately suspended; even if there is no trademark 
infringement, attempts to mislead others are 
tantamount to business impersonation.D

320 

And while Twitter provides such a policy, it is unclear how 
well-developed a plan it has for dealing with trademark 
infringement or how well it is enforced. As a result, it 
remains the trademark owner’s obligation to be hands-on 
about protecting its rights. Strategy in doing do so may 
include developing a standard as to what you may deem to 
be objectionable use of your trademark, using the privacy 
protection put in place by the social network to the best of 
your advantage, and, if feasible, proactively adopting any 

username variants of the mark you are seeking to protect, 
a tactic proffered by Facebook as discussed below: 

Facebook 

Facebook has more than 400 million active users, allowing 
its members to connect with others, upload photos, and 
share Internet links and videos. A recent Compete.com 
study ranked Facebook as the most-used social network by 
worldwide monthly active users.D

321 

Like Twitter, it too, has found itself defending claims of 
trademark infringement. Facebook, likewise, has an 
intellectual property infringement policy; however, 
Facebook’s enforcement of this policy has been called into 
question.D

322
D The policy provides that: 

Facebook is committed to protecting the intellectual 
property of third parties. On this page, rights holders 
will find information regarding how to report copyright 
and other intellectual property infringements by users 
posting content on our website, and answers to some 
frequently asked questions regarding our policies.D

323 

Facebook also reserves its right to remove or reclaim a 
username upon complaint by a trademark owner.D

324
D  

With respect to trademark infringement, it is unclear 
whether pending trademark applications and/or common 
law rights will be sufficient to bring a claim, or if the 
challenger must own a registered trademark. The question 
of jurisdiction is also unclear. If a Community Trade Mark 
(CTM) is registered in Europe, to what extent will a claim 
citing infringement by a U.S. user hold water? How will 
Facebook handle claims by multiple parties claiming rights 
in the same mark? Only time will tell.D

325
D  

In its own effort to combat trademark infringement and 
name-squatting, Facebook, in conjunction with its new 
policy of allowing users to create personalised URLs, has 
implemented the following procedures:  

 Trademark owners were provided with a three-day 
window to record their registered trademarks with 
Facebook, rendering those names unavailable to 
third-party users, and allowing the trademark owners 
the opportunity to register for and use those names 
themselves at a later date.  

 Usernames cannot be changed and are non-
transferable. As a result, a username cannot be sold, 
and, should a user terminate his/her account, the 
username will become permanently unavailable.  



Network Interference: A Legal Guide to the Commercial Risks and Rewards of the Social Media Phenomenon 
 

Trademarks  90  

 Only a single username may be chosen for each 
profile and for each of the pages that a user 
administers. 

 In an effort to prevent a user from monopolising a 
commercially desirable term, generic words may not 
be registered as a username.  

Though these efforts can help provide some comfort to 
trademark owners, it is unfeasible to protect any and all 
variations in the spelling of a mark or use of a mark with a 
generic term (e.g., “cartierwatches”). Furthermore, it 
remains uncertain whether Facebook, under its current 
trademark infringement policy, will only stop uses of exact 
marks. Moreover, will use of the mark as only a username 
be enough to enact the policy, or must there be infringing 
content on the Facebook page, or even commercial 
content on the page?  

Another limitation is that common law and other 
unregistered rights to names under domestic laws (whether 
in the United States, the UK or continental Europe) are not 
part of this policy. In other words: If a trademark is not 
registered, a brand owner cannot automatically prohibit its 
use as a Facebook URL. 

Perhaps Facebook should adopt a model similar to that of 
the Uniform Domain-Name Resolution Policy (“UDRP”) 
used to help resolve cybersquatting and other domain 
name disputes. The UDRP offers trademark owners the 
ability to acquire or cancel a domain name registration if 
they can prove that: (1) the domain name at issue is 
confusingly similar to the owner’s trademark; (2) the current 
owner of the domain name has no right or legitimate 
interest in the domain name; and (3) the current owner has 
registered and is using the domain name in bad faith. The 
decision as to whether the current domain name holder 
gets to maintain his/her registration or whether the domain 
name is to be transferred or cancelled, is rendered by a 
neutral panel. Certainly providing a uniform set of rules 
could only serve to help trademark owners in protecting 
their marks. Not only may such policy help to avoid costly 
litigation, but decisions can also be rendered fairly quickly.  

While privacy protection policies provided by social media 
sites may help to alleviate some concerns, trademark 
owners can pursue other legal avenues should these 
policies fall short. As evidenced by the ONEOK case 
discussed above, filing an action for trademark 
infringement or unfair competition are options to protect a 
valuable trademark.  

What Constitutes Infringement? 

In the United States, the Lanham Act provides that one is 
liable for trademark infringement if he or she “use[s] in 
commerce any reproduction, counterfeit, copy, or colorable 
imitation of a registered mark in connection with the sale, 
offering for sale, distribution, or advertising of any goods or 
services on or in connection with which such use is likely to 
cause confusion, or to cause mistake, or to deceive…”D

326
D 

Similar “use in commerce” requirements exist for claims of 
unfair competitionD

327
D and dilution.D

328
D However, the 

success of any such claims depends on the definition of 
“use in commerce.” Does a defendant have to use the 
social media site to sell goods or services in order to avail 
the trademark owner a claim for relief under the Lanham 
Act? Unfortunately, this question has yet to be answered 
definitively, though application of the Lanham Act will 
certainly depend on the level of commercialisation.  

Under English law, as generally under trademark laws in 
the member states of the European Union that are 
harmonised under the EU Trademark Directive,D

329
D 

trademark infringement occurs where a registered 
trademark is used without the owner’s consent, and: 

 The sign used by the infringer is identical to the 
registered trademark and is used in relation to 
identical goods or services 

 The sign is identical to the registered trademark and is 
used in relation to similar goods and services 

 The sign is similar to the registered trademark and is 
used in relation to identical or similar goods or 
services, and there is a likelihood of confusion by the 
public, or 

 The sign is identical or similar to the registered 
trademark, the trademark has a reputation 
domestically, and the use of the sign takes unfair 
advantage of, or is detrimental to the distinctive 
character of, the trademarkD

330 

Under European Community trademark law, the CTM 
RegulationD

331
D provides the proprietor of a CTM with the 

right to prevent third parties from using: 

 A sign that is identical to the CTM in relation to 
identical goods or services, or 

 A sign identical or similar to the CTM in relation to 
identical or similar goods or services if there exists a 
likelihood of confusion by the public. 

The European Court of Justice (ECJ) has heldD

332
D that 

mere adoption of a company name does not constitute 
trademark infringement. The test used by the ECJ was that 
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the use of the sign must affect the mark’s essential function 
of guaranteeing source. It is likely that the adoption by a 
third party of a name in a social media context will pass this 
test, though each case will depend on its facts. If use of the 
company name in a social media context is made in a way 
that clearly indicates that the use does not originate from 
the company itself (e.g., a username such as “BMWcritic), 
infringement will likely not be found. 

The English courts have also addressed the question of 
jurisdiction.D

333
D In the 1-800 Flowers case, it was held that 

for trademark law purposes, website-use did not constitute 
use everywhere in the world merely because the site is 
globally accessible. Key factors to determining infringement 
were held to be the intention of the website operator and 
what local users understand upon accessing the site. 
Applying this test to Facebook, Bebo or MySpace could 
result in different decisions depending on geographical 
coverage and demographic reach. Decisions in other 
European countries, such as Germany,D

334
D have used the 

same approach and asked whether the website-use is 
directed at the respective domestic customers or audience.  

Unfair Competition/Passing Off 

In English law, companies can use the tort of passing off to 
protect their brands. A company looking to protect its 
name, mark or get-up must establish goodwill, 
misrepresentation and damage to successfully argue 
passing off. 

While an action for trademark infringement can only be 
brought in relation to a registered trademark, the cause of 
action in passing off is wider and protects all elements by 
which a claimant’s business can be identified. That said, 
passing off is narrower in scope and harder to prove than 
the law of “unfair competition” in the United States. While 
the tort of passing off has not yet been tested in a social 
media context, there is no reason for it not to apply, albeit 
that it might be difficult to prove damage in this context. If 
this is the case, a claimant can instead rely on an argument 
based around erosion of goodwill, which has previously 
been successful in the English courts, if the claimant’s 
brand exclusivity has been reduced, blurred or 
diminished.D

335
D  

While unfair competition law is not harmonised within the 
European Union to the same degree as trademark law, 
other countries offer similar (albeit not identical) remedies 
to passing off. In Germany, for example, the imitation of 
goods or services of a company leading to an avoidable 
confusion among consumers as to commercial origin, or 
unjustly exploiting or impairing the goodwill connected to 
the imitated goods or services, constitutes unfair 

competition.D

336
D The one case decided by German Courts 

in this context did not concern an individual use within a 
social media context, but rather an alleged imitation of the 
look and feel of Facebook by the German site StudiVZ.D

337 

Impersonation 

Social media websites such as Twitter and Facebook have 
also encountered problems with impersonation, an issue 
particularly prevalent with respect to celebrities. Twitter has 
even adopted an impersonation policy that states: 

Impersonation is pretending to be another person or 
business as entertainment or in order to deceive.  

Non-parody impersonation is a violation of the Twitter 
Rules. 

The standard for defining parody is “would a 
reasonable person be aware that it’s a joke?” An 
account may be guilty of impersonation if it confuses or 
misleads others—accounts with the clear INTENT to 
confuse or mislead will be permanently suspended.D

338 

Twitter will allow a parody impersonation to exist if the 
following criteria are met: 

The profile information on a parody account is subject 
to removal from Twitter.com if it’s not evident from 
viewing the profile that it is a joke, it is considered 
non-parody impersonation. Non-parody impersonation 
accounts may be permanently suspended.D

339
D  

Nevertheless, countless celebrities have fallen victim to 
imposters who have acquired usernames of well-known 
personalities, including Britney Spears, Peyton Manning, 
William Shatner, the Dalai Lama and even the Queen.D

340
D

 

The landmark case that brought this issue to light involved 
St. Louis Cardinals Manager Tony La Russa, who sued 
Twitter for trademark infringement for allowing an 
impersonator to send unauthorised and offensive 
messages under his name.D

341
D Specifically, he claimed that 

the unauthorised user made light of the deaths of two 
Cardinals pitchers, and the public was duped into believing 
that these statements were made by La Russa. The case 
settled in June 2009.  

Cases like this beg the question as to how well trademark 
owners can rely on social media websites to shut down 
imposters, even in light of such matters being brought to 
their direct attention. In the UK, the advent of personalised 
URLs may allow trademark owners to rely on English case 
law, which has held that use of a domain name can infringe 
a registered trade mark. In Germany, the courts are at least 
as generous, and have not only viewed the use of a 
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domain as infringing trademark rights, but also as infringing 
rights to personal and company names.D

342 

In an effort to address such concerns, Twitter has created 
verified accounts, a currently experimental feature, which is 
a tool developed to help establish the authenticity of those 
individuals who encounter impersonation or who identity 
confusion on a regular basis. An account that is verified 
indicates that Twitter has been in contact with the person 
or entity the account is representing, and has verified that it 
is approved. However, the drafter of the tweets sent from 
the account is not necessarily confirmed. They note that 
only a handful of accounts have been verified to date (and 
this feature is not being tested with businesses), so 
accounts that do not bear the “Verified Account” badge are 
not necessarily fake. According to Twitter’s website: 

We’re starting with well-known accounts that have had 
problems with impersonation or identity confusion. 
(For example, well-known artists, athletes, actors, 
public officials, and public agencies). We may verify 
more accounts in the future, but because of the cost 
and time required, we’re only testing this feature with 
a small set of folks for the time being. As the test 
progresses we may be able to expand this test to 
more accounts over the next several months.D

343 

While acknowledging that it will not be verifying all 
accounts, Twitter claims that it will try to assist you if your 
account is constantly competing with parody or 
impersonation accounts. Despite these efforts, it is clear 
that there is quite a long way to go before impersonation 
and identity confusion can be dealt with effectively. 
Ironically, many famous celebrities delegate the use of their 
Twitter account to their publicist or manager.  

 
Virtual Worlds 

Virtual worlds are another emerging area of unease. 
Developed through the application of user-generated 
content, members create avatars that exist in an online 
world. Second Life, one such 3-D virtual world where users 
can socialise, connect and create using voice and text 
chat, also allows users to create virtual products for sale 
online, using online currency to complete the transaction 
that is purchased with real world currency. Habbo is 
another example, only with a broader reach and targeted to 
a teen and pre-teen audience. 

Trademark Infringement 

Too often the virtual products offered for sale on virtual 
worlds bear the trademarks of third parties without 

permission to do so. By way of example, in the United 
States, Taser International, Inc. filed a trademark 
infringement claim against Second Life over the sale of 
unauthorised virtual versions of its electronic stun guns.D

344
D 

The lawsuit was later dropped, but the liability of Linden 
Lab, creator of Second Life, was debated in the media.D

345
D 

One question raised was why Linden Lab could not have 
been protected under the safe harbor provisions of the 
DMCA (See Chapter 1 – Advertising) or the CDA (See 
Chapter 2 – Commercial Litigation). After all, Linden Lab 
does not manufacture or sell stun guns, but merely 
provides the platform through which these “products” are 
offered for sale. The reason is because trademark 
infringement claims, unlike copyright claims, for example, 
are not covered by the DMCA or the CDA. Still, if one were 
to follow the logic of these statutes, it would seem that the 
creator of the product bearing the unauthorised trademark 
should be held liable, not the party who merely provided 
the platform. In Europe, the E-Commerce Directive makes 
no such distinction. Thus, virtual world operators might 
seek to rely on the argument that they are mere conduits, 
expeditiously removing infringing content when put on 
notice. Equally, brands that are struggling to find recourse 
in the United States may find solace in Europe. 

A further question is whether such use of another’s 
trademark, in fact, amounts to trademark infringement. 
After all, these unauthorised products are not actually 
offered for sale in the real world, only online. However, 
several trademark owners have actively promoted the use 
of their products on Second Life, including International 
Business Machines Corp. and Xerox Inc.D

346
D Therefore, 

there is reason to believe that a stun gun bearing the Taser 
trademark, was, in fact, endorsed by Taser International 
Inc. As such, it would seem that it is in the trademark 
owner’s best interest to police its mark to the best of its 
ability in order to avoid any possible confusion with respect 
to source or association. Further, you want to avoid a 
slippery slope, wherein allowing wrongful use of one’s 
intellectual property in the virtual world leads to even 
greater harm in the real world.  

In the European Union, the ECJ found that use of a 
trademark protected for toys on a toy replica of a car will 
constitute trademark infringement only if that use affects or 
is liable to affect the functions of the trademark, or if, 
without due cause, use of that sign takes unfair advantage 
of, or is detrimental to, the distinctive character or the 
repute of the trademark.D

347
D In the Adam Opel case, which 

followed a preliminary ruling from a German court, the 
German courts ultimately found no such harm to the 
trademark, and therefore no infringement.D

348 
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As intellectual property lawyers know, infringement arises 
when there is a likelihood of consumer confusion among 
the relevant purchasing public. On this basis, a plaintiff 
suing for trademark infringement may claim damages 
based on lost or diverted sales, which, on its face, may not 
seem to clearly apply to the unauthorised use of 
trademarks in the virtual world. However, real profits are, in 
fact, generated on such sites. Moreover, as noted by the 
Intangible Asset Finance Society: 

it is undeniable that the virtual world population and 
the “real” life population overlap, and behavior in one 
medium can surely have an effect, adverse perhaps in 
this case, on the other. This type of activity may 
further prevent one from being able to fully exploit IP 
rights and build IP equity, in particular brand equity, by 
weakening, diluting and tarnishing trade mark rights or 
serving as a barrier to potential licensing opportunities 
and avenues.D

349 

Other examples of virtual world trademark infringement 
include two cases involving the company Eros LLC. In one 
instance, Eros sued Leatherwood for the making and 
selling of unauthorised copies of its virtual adult-themed 
animated bed, using Eros’ “SexGen” mark.D

350
D Eros sought 

an injunction and Leatherwood defaulted. In another case, 
Eros, along with other Second Life merchants, sued a party 
for duplication of its products and selling them at virtual 
yard sales, using its marks to identify the products.D

351
D Eros 

had owned a pending application with the U.S. Patent and 
Trademark Office for the mark “SexGen” (which has since 
matured to registration)D

352
D, and a second plaintiff, DE 

Designs, owned a federal registration for the mark “DE 
Designs.”D

353
D The plaintiffs were granted a judgment by 

consent, wherein it was ordered that the defendant: 

 Pay plaintiffs $524 as restitution for profits derived 
from the unauthorised copying and distribution of the 
plaintiffs’ products 

 Represent to the court under penalty of perjury that 
any remaining unauthorised copies were destroyed 

 Permanently cease copying, displaying, distributing or 
selling any of the plaintiffs’ merchandise 

 Disclose the names of any alternative accounts or 
future accounts to plaintiffs 

 Allow plaintiffs, through their attorneys, access to copy 
and inspect the complete transactional records 
maintained by PayPal, Inc. that were owned or 
operated by the defendant 

As is evidenced by the above, businesses that operate 
entirely within a virtual world nevertheless receive 

recognition of their marks, at least in the United States 
(though maybe not in Europe, depending on the facts at 
issue), implying that the mark is “used in commerce” within 
the definition of the Lanham Act. In fact, Alyssa LaRoche 
sought and was granted registration of a design mark of an 
avatar by the U.S. Patent and Trademark Office in 
connection with virtual content creation services.D

354
D This 

can certainly be seen as a step ahead for trademark rights 
within virtual media. Why do companies bother with these 
lawsuits? Because the virtual economy is growing at a 
massive rate (witness Zynga, for example), and younger 
generations are learning their first hand experiences online. 

In an EU law analysis, it is difficult to see how a sale of 
virtual goods will constitute a sale of goods for legislative 
purposes. As discussed, harmonised trademark law in the 
European Union turns on whether the goods and services 
related to the alleged infringer are identical or similar to the 
trademark owner’s goods and services (unless, under 
some domestic laws, use in commerce is made of a 
famous brand). To what extent will the courts decide that 
virtual Louis Vuitton wallpaper is similar to the real thing? 
This issue has not been decided (yet) in the English courts. 

In the UK, brand owners might opt to rely on passing off, 
which, as discussed, does not turn on similarity but instead 
requires goodwill, misrepresentation and damage to be 
established. In other EU countries, similar remedies under 
unfair competition law may be available. 

So, how do brand owners protect themselves? One option 
concerns registration for different classifications, such as 
for online interactive games (Class 41). EU member states 
adopt different approaches in this regard. Under UK law, 
an applicant must honestly intend to make goods and 
services available in the classes for which it registers a 
mark. This differs from the Office of Harmonization for the 
Internal Market (“OHIM”) practice, which permits broad 
registrations, and regulates undue scope through the 
provisions on revocation for non-use. This seems like a 
simple change to make in return for extending the 
protection of your brand. Some EU member states adopt a 
similar approach. In Germany, for example, applications 
need to be made in good faith in the sense that bad faith 
applications can be challenged. However, in practice the 
application is regarded as neutral so long as there is no 
actual indication of bad faith on the part of the applicant 
(which would have to be demonstrated by the party 
challenging the application). EU member states (along with 
the CTM regime) also employ a revocation procedure for 
non-use once five consecutive years of non-use after 
registration have passed. Furthermore, the hurdles set by 
the ECJ will still apply even if trademark protection exists 
for relevant services in Class 41. 
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Perhaps to prove it is a good copyright citizen, Second Life, 
like Twitter and Facebook, has a policy in place to help 
avoid infringement and impersonation.D

355
D Your account 

name cannot be the name of another individual to the 
extent that it could cause deception or confusion; a name 
that violates any trademark right, copyright, or other 
proprietary right; a name that may mislead other users to 
believe you to be an employee of Linden Lab; or a name 
that Linden Lab deems in its discretion to be vulgar or 
otherwise offensive.D

356 

The policy adds that Linden Lab reserves the right to delete 
or change any account name for any reason or no reason. 
In addition, an account cannot be transferred without the 
prior written consent of Linden Lab (however, it will not 
unreasonably withhold its consent to the transfer of an 
account in good standing by operation of a valid written will 
to a single natural person, as long as proper notice and 
documentation are provided as requested by Linden Lab). 

The policy further provides that a user shall not: 

(i) take any action or upload, post, e-mail or otherwise 
transmit Content that infringes or violates any third 
party rights; (ii) impersonate any person or entity 
without their consent, including, but not limited to, a 
Linden Lab employee, or falsely state or otherwise 
misrepresent your affiliation with a person or entity…D

357 

Linden Lab is generally known to remove any content from 
its site that incorporates another’s trademark without the 
trademark owner’s authorisation, or features the 
unauthorised use of celebrity material, as evidenced by the 
case wherein the Trump organisation put Linden Lab on 
notice that a user was incorporating its “Miss Universe” 
trademark in its “Miss SL Universe” pageant. Linden Lab 
put the infringers on notice of the complaint by the Trump 
organisation and proceeded to remove all references to 
Miss Universe and Miss SL Universe from Second Life. 
While this is certainly encouraging, the trademark owner or 
celebrity would be wise to proceed with caution in leaving 
the determination of what amounts to infringing or 
unauthorised use to Linden Lab.  

The creators of Second Life have also established a 
Second Life Patent and Trademark Office (“SLPTO”) that 
offers dated evidence of any Second Life creation to help 
protect the users’ intellectual property.D

358
D While not a legal 

authority, the SLPTO serves as a neutral third party 
created to help creators protect their intellectual property, 
educate them on their rights, and add value to their 
products. The SLPTO also offers automated DMCA 
notices, copyright applications, limited edition numbers and 
individual item registration. As in other areas, this is the 

beginning of the development of “virtual laws,”” where 
virtual worlds seek to operate under their own distinct and 
unique legal framework, often based on real legal 
principles. 

Celebrity Name and Likeness 

As noted above, virtual world users create avatars. Many 
users will fashion an avatar bearing a celebrity’s name or 
likeness. This action results in a separate category of 
trademark infringement and, in the United States at least, 
generates rights of publicity issues; but the results may 
surprise you. The lead singer of the band Deee-Lite sued 
Sega of America, Inc. for common law infringement of her 
right to publicity, misappropriation of her likeness, and false 
endorsement under the Lanham Act (among others), based 
on the alleged use of her likeness as the basis for a 
character in one of its video games. Despite the fact that 
the character bore similar facial features, hairstyle and 
clothing style, and recited the singer’s catchphrase, the 
court held that there was “sufficient expressive content to 
constitute a ‘transformative work,’” protected under the 
First Amendment.D

359
D In a separate avatar-related case, 

Marvel sued NCSoft for copyright and trademark 
infringement on the basis that the avatars created in its 
“City of Heroes” game were “identical in name, appearance 
and characteristics belonging to Marvel.”D

360
D The case 

settled.  

As these cases evidence, trademark owners and providers 
of virtual world platforms remain ever vigilant of the 
growing concern regarding the unauthorised use of 
trademarks and likenesses. It is in the best interests of both 
parties to work together in protecting the trademark 
owners’ rights in order to avoid costly and preventable 
litigation.  
 

Bottom Line—What You Need To Do 

It is of the utmost importance to have a strategy in place in 
order to best protect your ownership of intellectual 
property. By aggressively policing your trademarks, service 
marks, trade names and copyrights, intellectual property 
owners will be in the best position to prevent claims that 
they have waived their ability to enforce their ownership 
rights, while at the same time discouraging others from any 
unauthorised use of such marks and works of authorship.  
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work in this area includes advice on user generated content, Internet piracy, domain name disputes and 
liability under IT services contracts. Louise also advises on general commercial disputes and was engaged 
on a large multiparty case involving insurance, film finance, allegations of fraud, professional negligence and 
breach of contract. 
 



Network Interference: A Legal Guide to the Commercial Risks and Rewards of the Social Media Phenomenon 
 

Author Biographies  103  

 

HUPaul BondUH, Associate – Princeton · 1 609 520 6393 · HUpbond@reedsmith.com UH  

Paul is a member of the Global Regulatory Enforcement Group, practicing in the areas of data privacy, 
security, and management. Paul helps our clients comply with legal requirements for the protection of 
personal data, whether those requirements arise from contract, state, national, or international law. In that 
vein, Paul counsels clients on how to meet their obligations under, e.g., the Gramm-Leach-Bliley Act, HIPAA, 
the Fair Credit Reporting Act and its Identity Theft Red Flags regulations, and the dozens of other federal 
and state privacy law and regulations. Paul has also been actively involved in the successful defense of 
several dozen putative class actions concerning consumer privacy. Paul is a member of the International 
Association of Privacy Professionals. 
 

 

HUJames BoultonUH, Associate – London · +44 (0)20 3116 2844 · HUjboulton@reedsmith.com UH  

James joined Reed Smith in 2007 having joined from a boutique corporate practice in Birmingham. He is an 
associate in the European and Middle Eastern Corporate Group, advising clients on company/commercial 
and transactional matters. 
 

 

HUMaureen C. CainUH, Associate – Philadelphia · +1 215 851 8294 · HUmcain@reedsmith.com UH  

Maureen joined Reed Smith in fall 2006 and is a member of the firm’s Commercial Litigation Practice Group. 
She has represented clients at all levels in federal and state court in a wide variety of matters. She has been 
involved in all aspects of strategic planning, both before and after litigation has commenced, and has 
experience in all phases of litigation from pre-trial discovery through trial. She has successfully defended a 
number of clients in lawsuits involving employment discrimination, civil rights, white collar crime, products 
liability, and financial services issues.  
 

 

HUSamantha M. ClancyUH, Associate – Pittsburgh · +1 412 288 3521 · HUsclancy@reedsmith.com UH  

Samantha focuses her practice on a variety of labor and employment related issues. Her experiences 
include employment discrimination litigation and traditional labor issues, including the handling of grievance 
and arbitration matters for hospitals and other non-profit institutions. Samantha has a background of legal 
experience, including serving as a summer associate at Reed Smith in 2007 and 2008. Prior to law school, 
she gained valuable labor related experience as an intern with the American Federation of State, County, 
and Municipal Employees.  
 

 

HUKimberly A. CraverUH, Associate – Pittsburgh · +1 412 288 7981 · HUkcraver@reedsmith.com UH  

Kim focuses her practice on employment-related issues including discrimination, retaliation, harassment, and 
wrongful discharge. She has successfully handled litigation in federal and state courts and before federal and 
state administrative agencies such as the Equal Employment Opportunity Commission. Kim regularly 
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16B— Guide to Social Media Terminology and Websites — 

Please note that websites are provided in parentheses. 

 

Site Guide 

Unless otherwise indicated, the definition provided below has been taken from the website of the social media tool described.  

 
Tools 

Bebo – A social networking site that combines community, self-expression and entertainment. The acronym stands for Blog 
Early, Blog Often. ( HUwww.bebo.comUH) 

Facebook – A social utility that connects people with friends and others who work, study and live around them. The site is used 
by people and businesses to connect with friends, share photos, and create personalized profiles. (HUwww.facebook.com UH) 

Fast Pitch! – A social network for business networking professionals to market their business, press, blogs, events and 
networks. (HUwww.fastpitchnetworking.comUH) 

Friendster – A global social network emphasizing genuine friendships and the discovery of new people through friends. Online 
adults, 18-and-up, choose Friendster to connect with friends, family, school, social groups, activities and interests. 
(HUwww.friendster.comUH) 

Gather – A social networking site that brings people together through the things they love to do and want to talk about. 
(HUwww.gather.com UH) 

Kickapps – A site that provides brands, enterprises and web publishers with solutions that enable them to create and manage 
next generation web experiences that are social, interactive, dynamic, distributed, and data-informed. (HUwww.kickapps.com UH) 

LinkedIn – An interconnected network of experienced professionals from around the world. Users can find, be introduced to, and 
collaborate with qualified professionals who they need to work with to accomplish their goals. ( HUwww.linkedin.com UH) 

MOLI – A mall of online stores, where buyers of goods and services can interact directly with the sellers in an environment built 
exclusively for them. (HUwww.moli.com UH) 

MySpace – An online community that lets users meet their friends’ friends. It is used for friends who want to talk online, singles 
who want to meet other singles, families who want to keep in touch, business people interested in networking, and anyone 
looking for long-lost friends. ( HUwww.myspace.com UH) 

Ning – A social media site built to allow users to explore interests, discover new passions, and meet new people around a 
shared pursuit. Allows users to create and join new social networks for their interests and passions. (HUwww.ning.com UH) 

Orkut – An online community designed to make the user’s social life more active and stimulating. Its social network can help 
users maintain existing relationships with pictures and messages, and establish new ones by reaching out to people they’ve 
never met before. ( HUwww.orkut.comUH) 

Plaxo – A social media site that keeps its users connected to the people they know and care about, by using “Pulse,” which is a 
way for the users to see what their friends are posting to other sites, such as their blog, Flickr, Twitter and Yelp. It is also used to 
securely host address books. ( HUwww.plaxo.com UH) 
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Publishing 

Blogger – A site that provides an easy way for users to share their thoughts about current events, what’s going on in their lives, 
or anything else they’d care to discuss with the world. (HUwww.blogger.comUH) 

Constant Contact – A site that helps all types of small businesses and organizations create professional-looking email 
newsletters and online surveys. ( HUwww.constantcontact.comUH) 

Joomla – A content management system (CMS) that enables the user to build websites and powerful online applications. A 
content management system is software that keeps track of every piece of content on a user’s website, much like a local public 
library keeps track of books and stores them. ( HUwww.joomla.orgUH) 

Knol – A user-generated site that makes it easy for anyone to write and share his or her knowledge with the world. Each knol 
(unit of knowledge) is searchable through popular search engines and is owned by each individual author. 
(HUhttp://knol.google.com/kUH) 

SlideShow – A social entertainment company that offers people the ability to communicate, engage and have fun with one 
another within the context of relationships they built on social networks such as Facebook and MySpace. ( HUwww.slide.com UH) 

TypePad – A blogging service for professionals and small businesses. TypePad hosts many popular blogs and small business 
websites. ( HUwww.typepad.comUH) 

Wikia – A consumer publishing platform where users go to discover, create and share information on thousands of topics. Wikia 
content is released under a free content license and operates on the Open Source MediaWiki software. (HUwww.wikia.comUH) 

Wikipedia – A multilingual, web-based, free-content encyclopedia project based mostly on anonymous contributions. The name 
“Wikipedia” is a portmanteau of the words wiki (a type of collaborative website) and encyclopedia. (HUwww.wikipedia.orgUH) 

WordPress – A semantic personal publishing platform with a focus on aesthetics, web standards, and usability. It is used as a 
blog publishing application and content management system. ( HUwww.wordpress.orgUH) 

 
Photos 

Flickr – An online photo management and sharing application. It has two main goals, which are to help people make their 
content available to the people who matter to them, and to enable new ways of organizing photos and video. ( HUwww.flickr.com UH) 

Photobasket – An online storage site for users’ photos. ( HUphotobasket.co.ccUH) 

Photobucket – A site that offers image hosting, free photo-sharing and video-sharing. Allows users to upload photos, host their 
videos, and share them with friends and family. (HUphotobucket.com UH) 

Picasa – A free software download from Google that helps users organize, edit, and share photos. ( HUpicasa.google.com UH) 

Radar – A way to instantly share camera phone pictures, videos and conversations between friends. Radar is free and works on 
any mobile phone. ( HUradar.netUH) 

SmugMug – A photo- and video-sharing site, which allows users to easily create online photo albums, and share, store, 
organize and print. ( HUwww.smugmug.com UH) 

Twixtr – A site that allows users to share pictures from their mobile phone and automatically publish them on social networks 
and photo-sharing sites. ( HUwww.twitxr.comUH) 

Zooomr – A social utility for friends, family and co-workers who want to communicate securely through both photos and text 
messages in real-time. ( HUwww.zooomr.comUH) 
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Audio 

iTunes – A free application for Mac or PC users, which organizes and plays their digital music and video on their computer. It 
syncs all media with their iPod, iPhone, and Apple TV. They can also purchase entertainment for their iPod touch, iPhone, and 
Apple TV. ( HUwww.apple.com/itunesUH) 

Podbean – A website to host and socially subscribe to podcasts on. Podcast Social Subscribing lets the user collect his or her 
favorite podcast in one place and find everyone else’s favorites. ( HUwww.podbean.comUH) 

Podcast.com – A podcast destination that provides access to a growing list of more than 60,000 constantly updated podcast 
feeds representing more than 1 million episodes of audio and video content. ( HUwww.podcast.comUH) 

Rhapsody – A digital music service that lets users listen to a variety of music by paying for a membership rather than per track. 
(HUwww.rhapsody.com UH) 

 
Video 

Brightcove – An online video platform used by media companies, businesses and organizations worldwide to publish and 
distribute video on the web. Its on-demand platform is used by hundreds of professional publishers to power online video 
initiatives that reach more than 100 million Internet users every month. ( HUwww.brightcove.com UH) 

Digital Video Recorder (DVR) – A device that records video in a digital format to a memory medium, such as a disk drive, within 
a device. Source: Wikipedia 

Google Video – A website for video posting and sharing. It is provided by Google, so it also offers a video search engine. 
Source: Wikipedia ( HUvideo.google.com UH)  

Hulu – A free online video service that offers hit TV shows including “Family Guy,,” “30 Rock,” and the “Daily Show with Jon 
Stewart.” (HUwww.hulu.comUH) 

Metacafe – A video site attracting more than 40 million unique viewers each month. It specializes in short-form original content–
from new, emerging talents and established Hollywood heavyweights alike. ( HUwww.metacafe.com UH) 

Viddler – A service that allows a user to upload videos, record videos directly to the site via webcam, post comments and tags at 
specific points in the video, and share videos with RSS and iTunes. ( HUwww.viddler.com UH) 

YouTube – A website for users to upload and share video. It uses Adobe Flash Video technology to display content that is 
uploaded by users, such as movie clips, TV clips, music videos and video blogging. Source: Wikipedia ( HUwww.youtube.com UH) 

 
Microblogging 

Plurk – A way to chronicle and share the things users do, the way they feel, and all the other things in between that make up 
their life. (HUwww.plurk.com UH) 

Twitter – A social networking and micro-blogging site that allows users to send and read messages from others they follow. A 
tweet is an individual post to Twitter of up to 140 characters, which is then displayed in the writer’s profile page and delivered to 
their subscribers, also known as followers. Source: Wikipedia ( HUwww.twitter.comUH) 

Twitxr – A site that allows users to share pictures from their mobile phone and automatically publish them on social networks 
and photo-sharing sites. ( HUwww.twitxr.comUH) 
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Livecasting 

BlogTalkRadio – A site that allows users to create free talk radio podcasts and listen to thousands of original talk radio shows. 
(HUwww.blogtalkradio.com UH) 

Live365 – A site that offers a depth of streaming music, talk, and audio, and that features 260+ genres of music produced by 
5,000+ broadcasters and music tastemakers from more than 150 countries. Through easy-to-use tools and services, as well as 
royalty coverage, anyone with a computer and Internet connection can create his or her own Internet radio station and reach a 
global audience. (HUwww.live365.com UH) 

Justin.tv – An online community for people to broadcast, watch and interact around live video. ( HUwww.justin.tvUH) 

SHOUTcast – An Internet radio service that offers free MP3 & AAC radio stations from DJs and broadcasters around the world. 
(HUwww.shoutcast.com UH) 

TalkShoe – A service that enables anyone to easily create, join, or listen to live interactive discussions, conversations, podcasts 
and audioblogs. (HUwww.talkshoe.com UH) 

 
Virtual Worlds 

Active Worlds – A site that offers a comprehensive platform for delivering real-time interactive 3-D content over the web. 
Businesses can use it to sell products, perform interactive product demos, and conduct online corporate training. 
(HUwww.activeworlds.com UH) 

Kaneva – A site that combines social network with a virtual world. Members create the digital version of themselves, known as 
avatars, and then meet up in a 3-D world based on the modern day, where they can listen to music, shop and invite friends to 
their virtual loft. ( HUwww.kaneva.comUH) 

Second Life – A free 3-D virtual world where users can socialize, connect and create using voice and text chat. 
(HUwww.secondlife.comUH) 

There – An online getaway where members can hang out with their friends and meet new ones in a 3-D environment. 
(HUwww.there.comUH) 

ViOS (Visual Internet Operating System) – A way of organizing all Internet resources, including web pages, into multiuser 3-D 
environments. These environments include customizable avatars for the users. Source: Wikipedia 

 
Gaming 

Entropia Universe – A multiplayer virtual world that has no subscription fees, but members buy in-game currency with real 
money to buy virtual items. Source: Wikipedia ( HUwww.entropiauniverse.comUH) 

EverQuest – A multiplayer online game in which members create a character, such as an elf or a dwarf, select their occupation, 
and fight monsters and enemies for treasure and experience points. They can also interact with other players through role-
playing. Source: Wikipedia ( HUeverquest.station.sony.com UH) 

Halo3 – A first-person shooter online and console (Xbox) game for 1-16 players. It represents the third chapter in the Halo 
trilogy, in which players engage in combat in a mysterious alien ring-world. (HUwww.halo.xbox.com/halo3UH) 

World of Warcraft – A multiplayer online role-playing game, which is often referred to as WoW. Members create a character, 
explore, fight monsters, complete quests and interact with other members. Source: Wikipedia ( HUwww.worldofwarcraft.comUH) 
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Productivity 

Acteva – An event-registration service-provider for event organizers. It automates the entire event-registration process and 
brings it online where it can be easily accessed any time. ( HUwww.acteva.com UH) 

AOL – A global web services company with an extensive suite of brands and offerings. The business spans online content, 
products, and services that the company offers to consumers, publishers and advertisers. ( HUwww.aol.comUH) 

Avvo – A website that rates and profiles lawyers. It also allows users to review attorneys based on their experience with them. 
(HUwww.avvo.comUH) 

BitTorrent – An open source file-sharing application effective for distributing very large software and media files. 
(HUwww.bittorrent.com UH) 

Concep – An interactive email marketing platform. It allows users to create digital email campaigns and view statistics on 
readership. (HUwww.concepglobal.com UH) 

Constant Contact – A site that helps organizations create professional-looking email newsletters and online surveys. 
(HUwww.constantcontact.comUH) 

Eventful – An events website that enables its community of users to discover, promote, share and create events. 
(HUwww.eventful.comUH) 

Google Alerts – A service that provides email updates of the latest relevant Google results (web, news, etc.) based on the 
user’s choice of query or topic. ( HUwww.google.com/alertsUH) 

Google Docs – A web-based word processor and spreadsheet, which allows users to share and collaborate online. 
(HUdocs.google.com UH) 

Google Gmail – An email provider that is built on the idea that email can be more intuitive, efficient and useful. 
(HUmail.google.com UH) 

MSGTAG (Message Tag) – An email-tracking program that tracks whether or not a user’s sent email has been read. 
(HUwww.msgtag.com UH) 

ReadNotify – A program in which users get free return email notifications, and/or SMS/ICQ instant messages when email they 
have sent gets opened, and they can track their emails’ reading history. (HUwww.readnotify.comUH) 

Sensidea – A digital media consultancy and products company that helps clients deliver innovative digital strategies, products, 
and solutions. ( HUwww.sensidea.comUH) 

SurveyMonkey – A tool to create and publish custom surveys, and then view results graphically and in real time. 
(HUwww.surveymonkey.com UH) 

TiddlyWiki – A reusable, non-linear personal notebook. It is the place to find documentation and resources from TiddlyWiki 
users and developers. ( HUwww.tiddlywiki.orgUH) 

Yahoo! – An online network of integrated services that allows users to communicate with each other, conduct transactions, and 
access, share and create information. ( HUwww.yahoo.comUH) 

Zoho – A comprehensive suite of online business applications. Customers use Zoho to run their business processes, manage 
their information, and be more productive while at the office or on the go. ( HUwww.zoho.com UH) 

Zoomerang – An online survey software tool that allows users to create online surveys while providing reporting and advanced 
survey logic. ( HUwww.zoomerang.com UH) 



Network Interference: A Legal Guide to the Commercial Risks and Rewards of the Social Media Phenomenon 
 

Guide to Social Media Terminology and Websites  113 

 
Aggregators 

Delicious – A social bookmarking service that allows users to tag, save, manage and share web pages from a centralized 
source. ( HUwww.delicious.com UH) 

Digg – A place for people to discover and share content from anywhere on the web. From the biggest online destinations to the 
most obscure blog, Digg surfaces the best stuff as voted on by its users. ( HUwww.digg.com UH) 

FriendFeed – A service that allows users to invite friends, and get an instant, customized feed made up of the content that their 
friends share, from photos to interesting links and videos, to messages just for them. (HUwww.friendfeed.com UH) 

Google Reader – A site that constantly checks a user’s favorite news sites and blogs for new content. It shows the user all of his 
or her favorite sites in one place. ( HUwww.google.com/readerUH) 

iGoogle – A service that allows users to add news, photos, weather, and other items from across the web to their page. 
(HUwww.google.com/igUH) 

Mixx – A user-driven social media website that serves to help users submit or find content by peers based on interest and 
location. Source: Wikipedia ( HUwww.mixx.com UH) 

My Yahoo! – A customizable web page with news, stock quotes, weather, and many other features. ( HUmy.yahoo.com UH) 

Reddit – A source for what’s new and popular online. The users vote on links that they like or dislike and help decide what’s 
popular, or submit their own links. ( HUwww.reddit.comUH) 

SocialSeek – A product of Sensidea, which lets users search for a topic, item, brand or company across news sites, blogs, 
Twitter, YouTube, Flickr, and events. The user can also track mentions of a particular search query by city and receive charts 
that show trends on popularity of a topic across websites, or Twitter. ( HUwww.sensidea.com/socialseek/download.html UH) 

StumbleUpon – A service that helps the user discover and share websites with others who have similar interests. It allows users 
to rate websites and recommend sites to friends. ( HUwww.stumbleupon.com UH) 

Yelp – An online urban city guide that helps people find places to eat, shop, drink, relax and play, based on the informed 
opinions of a vibrant and active community of locals in-the-know. (HUwww.yelp.com UH) 

 
RSS (Rich Site Summary) 

Atom – A way to read and write information on the web, allowing users to keep track of more sites in less time, and to share their 
words and ideas by publishing to the web. (HUwww.atomenabled.orgUH) 

FeedBurner – Gives weblog owners and podcasters the ability to manage their RSS feeds and to track usage of their 
subscribers. ( HUwww.feedburner.comUH) 

PingShot – A feature of FeedBurner that alerts users that new content is on a particular feed. Source: Google.com 
(HUwww.feedburner.com/fb/a/publishers/pingshot UH) 

RSS 2.0 – A web-feed format that publishes content, such as blog entries, news, audio and video. It includes full and 
summarized text and published dates and authors. Source: Wikipedia  
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Search 

Bing – A search engine that finds and organizes the answers users are looking for so they can make faster, better-informed 
decisions. ( HUwww.bing.comUH) 

EveryZing – A digital media merchandising platform, in which media companies leverage EveryZing’s ability to drive the volume 
of online content consumption and create new revenue streams. ( HUwww.everyzing.comUH) 

Google Search – A search engine that allows users to seek out content on the web. ( HUwww.google.com UH) 

IceRocket – A search engine that specifically searches blogs and other sources, such as Twitter and MySpace. Source: 
Wikipedia ( HUwww.icerocket.com UH) 

MetaTube – A website to browse the top 100 of the most popular video-sharing sites around the world related to any topic. The 
user only needs to enter his or her specific search term once for all 100 sites to appear. ( HUwww.metatube.net UH) 

Redlasso – A site that enables users to search nearly live TV and radio. Users can search for clips, create clips of the stories, 
and share them with friends. ( HUwww.redlasso.com UH) 

Technorati – A blog search engine that also provides services to the blogs and social media sites, and connects them to 
advertisers who want to join the conversation. ( HUwww.technoratimedia.com UH) 

Yahoo! Search – A web search engine that assists users in finding what they are looking for. ( HUsearch.yahoo.com UH) 

 
Mobile 

airG – A service that powers mobile communities and wireless social networking. It has a worldwide mobile community and 
interconnects with mobile operators, such as Sprint Nextel, AT&T and Vodafone. ( HUwww.airg.comUH)  

AOL Mobile – A service that allows users to receive news, email, and instant messages via their mobile phone. 
(HUhttp://mobile.aol.com/ UH) 

Brightkite – A social networking site that connects people based on the places they visit in the real world. With Brightkite, users 
can see where their friends are, what they’re up to, see what’s going on around them, and meet real-world friends. 
(HUwww.brightkite.com UH) 

CallWave – A provider of Internet and mobile-based unified communications solutions. These solutions allow mobile 
professionals to communicate and collaborate from anywhere and from any device. (HUwww.callwave.com UH) 

Jott – A site that allows individuals and businesses to easily capture thoughts, send emails and text messages, set reminders, 
organize lists, and post to web services and business applications–all with their voice, using any phone. ( HUwww.jott.comUH) 

Jumbuck – A provider of community messaging applications to wireless carriers. ( HUwww.jumbuck.com UH) 

SMS.ac – A mobile data and Internet communications company that distributes and bills people purchasing and selling content, 
such as video, music and applications, through mobile devices. Source: Wikipedia ( HUwww.sms.acUH) 

 
Interpersonal 

Acrobat Connect – A web conferencing software that allows users to communicate and collaborate instantly through interactive 
online personal meetings. ( HUwww.adobe.com/products/acrobatconnect UH) 
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AOL Instant Messenger – A program where users can send messages to friends instantly and keep track of friends’ status and 
presence updates. ( HUwww.aim.com UH) 

Go To Meeting – A web conferencing software that allows users to work with anyone, anywhere, in online meetings. 
(HUwww.gotomeeting.com UH) 

iChat – An instant messaging application that works with AIM (AOL Instant Messenger) and helps users stay in touch with 
friends using text and video. ( HUwww.apple.com/support/ichat/ UH) 

Jott – A site that allows individuals and businesses to easily capture thoughts, send emails and text messages, set reminders, 
organize lists, and post to web services and business applications–all with their voice, using any phone. ( HUwww.jott.comUH) 

Meebo – A web platform for IM (Instant Messaging) on any network or site. It connects the user to MSN, Yahoo, AOL/AIM, 
MySpace, Facebook, Google Talk, and others. ( HUwww.meebo.com UH) 

Skype – A program that allows users to make free calls over the Internet to other people for an unlimited time period, to 
anywhere. It is free to download. (HUwww.skype.com UH) 

Webex – A program that provides users with online meetings, desktop sharing, web conferencing, video conference, net 
meeting, and web conference. It combines real-time desktop sharing with phone conferencing. ( HUwww.webex.comUH) 

 
Terminology 

Advercasting – A term to describe advertising on a podcast or video podcast. Source: Wikipedia 

Advergaming – A term to describe the act of playing an advergame, which is a computer game published by an advertiser to 
promote a product or service. Source: Wikipedia 

Astroturfing – A term used to describe an advertising, public relations or political campaign that is planned by an organization, 
but designed to mask the origin and create the impression of being spontaneous, or to mask statements by third parties. Fake 
reviews posted on product sites would be examples of astroturfing. Source: Wikipedia 

Blog – A type of website in which entries are usually made regularly by one person, containing commentary, descriptions of 
events, or other materials such as graphics or video. The term blog can also be used as a verb, meaning to uphold or add 
substance to a blog. Source: Wikipedia 

Bookmark – Also known as a favorite, it is a term to describe a record of the address of a file or webpage serving as a shortcut 
to it, or the act of creating a bookmark to easily access it at a later time. Source: Wikipedia 

Buzz Marketing – A term used to describe word-of-mouth marketing. The interaction of users of a product or service amplifies 
the original marketing message, creating a form of hype. Source: Wikipedia 

Computer-Generated Imagery (CGI) – The application of the field of computer graphics, such as 3-D computer graphics to 
special effects in films, television programs, commercials, simulators and simulation generally, and printed media. Source: 
Wikipedia 

Cybersmearing – A term describing the insulting of an individual or company online. Source: www.goliath.com 

Digital Download – A method of retrieving web content, such as games, music, videos, etc., via downloading from a particular 
source. 

Embedded Players, Widgets and Gadgets – Tools that are added and set in to a webpage. For example, a blog can have an 
embedded widget allowing users to follow Twitter events on their webpage. Source: Wikipedia 
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Interactive Gaming – An electronic game that involves interaction with a user interface and usually other users via instant 
messages or voice chat, such as World of Warcraft or Webkins. Source: Wikipedia 

Interstitial Advertisement – A webpage of advertising that displays before the user’s expected content page. Source: Wikipedia 

Keyword – A term used to locate material in a search engine or catalog. Source: Wikipedia 

Meta Tag – A tool used by content-owners to communicate information about their webpage to search engines, such as a 
description tag with text, that is to appear in major search engine directories that describes the site or the use of a keyword tag to 
help push information to end-users via search engine results when they are seeking material related to those words. Source: 
Wikipedia 

Microsode – A relatively short video of content to be viewed, usually over the Internet. 

Mobisode – An episode of content that has been condensed to be viewed with a cellular phone. Source: Wiktionary 

On-Demand Programming – A term to describe the systems, Video on Demand or Audio Video on Demand, which allow users 
to select and watch and/or listen to video or audio content at their request. Source: Wikipedia 

Opt In – A term to describe when someone is given the option to receive “bulk” email. Obtaining permission before sending 
email is critical because without it, the email is Unsolicited Bulk Email, known as spam. Source: Wikipedia 

Opt Out – A term to describe the method by which an individual can avoid receiving unsolicited product or service information. 
Source: Wikipedia 

Podcast – A series of digital media files (either audio or video) that are released regularly and downloaded through web 
syndication. Special client software applications that are used to deliver the podcasts (i.e., iTunes, Zune, Juice and Winamp) are 
what differentiates podcasts from other ways of accessing media files over the Internet. Source: Wikipedia 

Promercial – A term to describe on-air promotion spots, with brands increasingly being incorporated into these tune-in spots on 
many networks. Source: www.allbusiness.com 

Satellite Dish – A type of antenna designed to receive microwaves from communications satellites that transmit data or 
broadcasts, such as satellite television or radio. Source: Wikipedia 

Search Engine – A tool to search for information on the World Wide Web. Source: Wikipedia 

SMS (Short Message Service) – A service for sending text messages by way of a cellular telephone, usually mobile-to-mobile. 
Source: Wiktionary 

Social Networking – A term to describe the act of making connections and socializing with people who share interests and/or 
activities, or who are interested in exploring the interests and activities of others. Most social networking is done through web-
based programs, which provide a multitude of ways for users to interact. Source: Wikipedia 

Streaming – A method of delivering a medium, such as audio or video content, over telecommunications networks. Source: 
Wikipedia 

Twitter-Jacking – A term describing the act of one person taking control of another person’s Twitter account, usually to post 
untrue or harmful material. Source: www.mashable.com 

Typosquatting – Also known as URL hijacking, is a type of cybersquatting when a user accidentally enters an incorrect website 
address, then is led to an alternative website, usually displaying undesired materials, owned by a cybersquatter. Source: 
Wikipedia 

Unwired or Wireless – A term to describe an electronic device being equipped with Internet or electricity, without the use of 
electrical conductors or wires. Source: Wikipedia 
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User-Generated Content – A term that refers to various kinds of publicly available media content, produced by end-users. Also 
known as consumer-generated media or user-created content. Source: Wikipedia 

Viral Marketing – A term that describes marketing techniques that use pre-existing social networks to produce an increase in 
brand awareness or to achieve other marketing objectives. Source: Wikipedia 

Virtual Community – A group of people who primarily interact via electronic media such as newsletter, telephone, email, 
Internet social network service or instant messages rather than face-to-face, for social, professional, educational or other 
purposes. Also known as an e-community or online community. Source: Wikipedia 

Virtual Reality – A technology that allows a user to interact with a computer-simulated environment, either simulating real world 
or an imaginary world. Source: Wikipedia 

Vlog – The shortened term for video blogging, it’s a form of blogging utilizing the video medium. Source: Wikipedia 

WAP (Wireless Application Protocol) – An open international standard for network communications in a wireless-communication 
environment. Most of its use involves the ability to access the mobile web from a mobile phone or PDA. Source: Wikipedia 

Webcast – A media file broadcasted over the Internet using streaming media technology. Source: Wikipedia 

Wi-Fi – A trademark of the Wi-Fi Alliance, a global, nonprofit association of companies that promotes WLAN technology and 
certifies products as Wi-Fi-Certified, to ensure compatibility among products that communicate data wirelessly via the IEEE 
802.11 specification. Source: Wikipedia 

Wired – A term to describe an electronic device being equipped with wires, so as to connect to a power source or to other 
electric or electronic wires. Source: Wiktionary 

Word-of-Mouth Advertising – Promotion of a product or service through oral statements by independent users or individuals 
authorized by a marketer. 
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