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Cybersecurity Is Grabbing Headlines

Ehe New JJork Times

THE NATIONAL

LAW JOURNAL

January 30, 2013

Hackersn China
Attacked TheTimes
for Last 4Months

NICOLE PERLROTH

SAN FRANCISCO & For the last four
months, Chinese hackers have persistently
attacked The New York Times, infiltrating its
computer systems and getting passwords for
its reporters and other employees.

After surreptitiously tracking the intruders to
study their movements and help erect better
defenses to block them, The Times and
security experts have expelled the attackers
and kept them from breaking back in.

February 1, 2013

A Cybersecurity
Blanket: New
Executive Order
Means a Broad
Review for Lawyers,
Clients

TODD RUGER

The federal
bolster cybersecurity will create an array of
legal questions and potential pitfalls for
companies in the coming months.

Ehe New York Times

February 1, 2013

Twitter Hacked: Data
for 250,000 Users
May Be Stolen

NICOLE PERLROTH

Twitter announced late Friday that it had
been breached and that data for 250,000
Twitter users was vulnerable.

The company said in a blog post that it
detected unusual access patterns earlier this
week and found that user information &

government 0 §safanis, elnthifaldréss®s and encrypted

passwords & for 250,000 users may have
been accessed in what it described as a
Afsophisticated attack



Data Security is #1 concern of GCs

Legal Risks On the Radar

Figure 1

Top 10 concerns for directors

and general counsel:
Directors

Data security

Operationsl risk

‘Company reputation

M&A transactions

Imvesior relations

Figure 2
Directors who say their
company has a crisis

EELL LR

management plan in place
to respond to a cyber attack.

Unsure 31%
Mo 27%
Yea 42%

Intred uction

Each year, Corporate Board Mamber
and FTI Consulting, Inc. conduct
resaarch to gain insight on which
curmant legal issues raise concam for
public company diractors and corporate
genaral counseal and to analyze relatad
lagal and governance events and
trends. In eardy 2012, the organiz ations
gathered data by surveying 11,340
diractors and 1,957 ganeral counsal.
Questions wara asked of both groups
to compare and contrast their
parspactives; other quanes wara
specifically targeted toward sither
directors or GCs. The 2012 Law and
the Boardroom survey results that
fallow onca again offer intaresting
insight into the thoughts and opinions

of these two critical govemance groups.

Executive overview

Several key themes emaergad from the
2012 Law and tha Boardroom study
that reflect changas taking place within
comporate America. During the past
decade, for example, U5, businasses
have expandad globally and stapped
up the use of online communication
as wall as web-based products and
delivery channels. Thus, increasingly,
comorate America is operating in a
world where connaclivity is high

and thara are few physical bamers.
Accordingly, for the first time, data
sacurity was earmarked by the largast
percentage of responding directors
(48%) and general counsal (55%) as
anissue of concem. The second most
pravalent responsa for both directors
and GCs cantars on oparational risk,
which toppad directors’ list in 2011
and moved up several places for
general counsel this year. Finally, on
the risk/concem spectrum, directors
and GCs flagged loss of reputation as
an issue of critical concarnin 2012.

A significant number of directors ara
also worried about risks related to
mamears and acquisifons and their
relationship with investors, while a
significant number of general counsel

noted concam with the managemant
of outside legal fees and disaster
racovary. Also resonating this year
are issues involving compliance and
investigations (Figure 1).

In addition to this baromater, the 2012
Law and the Boardroom study delved
into opinions relative to praxy access
and other sharaholder-related matters.
In particular, the study homad in on
respondents’ opinions regarding the
nomination of director slates and
subsaquant actions taken as a result
of 2011 say-on-pay votes. Also, for

the first ima, the survay queread
respondents about the use of corporate
social madia and the risks and policies
sumounding it. And finally, because the
board/management relationship is a
critical factor in the performance of

the company, we asked direciors and
GCs to rate each ather in several key
aspacts of effectiveness, as wall as
how wall they work in tandem with
each other.

The following raport, a supplamant to
Comporale Board Member magazina's
third quarter 2012 issue, prasants
highlighted data and examines each
of thesea topics in fuller detail.

Cyber strategy and T risk

Today, thera is arguably no maora
insidious threat to a public company
than that of cyber risk; it's invisible,
avarchanging, and parvasiva—making
it vary difficult for boards to manage.
On top of hat, its costly. Corporate
Board Member magazina racantly
raported that the median annualized
cost of cyber crima per company
avaragad $5.9 million—a serous
bottom-line expanse. Thus, it comas

as no sumprise that this year, mora than
half (55%) of general counsel rated data
sacurty as a major concarn and 48% of
directors feal likewise. Interastingly, this
level of concem has nearly doubled in
the last four years: In 2008, only 25%
of directors and 23% of GCs noted data
sacurty as an area of high concam.

2 Legal Risks on the Radar: The Comparate Boamd MemberFTi Consuling, inc., 2012 Law and e Boamiroom Study

* Data security

Figure 1
Top 10 concerns for directors
and general counsel:

Directors

Data security
Operational risk
Company reputation
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General Counsel
55%
Operational risk 47%

Management of outside
legal fees

Company reputation
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Agenda

A What is the current cyber risk landscape?
A What is current legal and regulatory landscape?
A What is likely to happen in Washington in 20137

AWhat i s corporate counse



FBI Director Mueller at 2012 RSA Conference

A "There are only two types of companies: those that have been
hacked, and those that will be. Even that is merging into one
category: those that have been hacked and will be again,"

Mueller said.

A "State-sponsored hackers are patient and calculating,"
Mueller said. "They have the time, money and resources to
burrow in and wait. You may discover one breach only to find
that the real damage has been done at a much higher level."

Source: CNNMoney http://money.cnn.com/2012/03/02/technology/fbi_cybersecurity/index.htm?iid=EL; last accessed 10.24.12
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Data Breach Trends

Number of DatalLossDB.org Incidents Over Time

DatalossDB.org Incidents Over Time

Source: http://datalossdb.org/statistics, last accessed 3/2/2013



http://datalossdb.org/statistics

Data Breach Trends

Incidents by Vector - All Time

Inside-Accidental - 215

Cuiside - 56%

Inside-Malicious - 10%

— LUnknown - 7%

— Inside - 6%

Source: http://datalossdb.org/statistics, last accessed 3/2/2013
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Data Breach Trends

Incidents by Breach Type - All Time

Unknown - 4%
StolenComputer - 5%

SnailMail - 4%
StolenDocument - 49

Email - 3%

LostDocument - 2%
LostMedia - 2%

LostDrive - 2%

StolenDrive - 2%
Virus - 1%

ﬁ LostTape - 1%
H“- StolenMedia - 1%

e StolenTape - 1%

L = :'-_; _

LostLaptop - 1%
MissingLaptop - 0%
Skimming - 0%
StolenMobile - 0%
Fax - 0%

FraudSe - 12% Disposal_Tape - 0%
LosthMobile - 0%
MizsingDrive - 0%
DisposalMobile - 0%
Snooping - 0%
LostComputer - 0%
MizsingMedia - 04
Disposal_Drive - 0%

§ Disposal_Computer - 0%
StolenLaptop - 13% MissingDocument - 0%

Hack - 26%:

Disposal Document - 7%

Web - 10%

Source: http://datalossdb.org/statistics, last accessed 3/2/2013
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Data Breaches Abound

State of South Carolina

AN URGENT MESSAGE FOR ALL
SOUTH CAROLINA RESIDENTS TO
PROTECT AGAINST IDENTITY
THEFT

Please click for further
information.

Source: http://www.sctax.org/security.htm; last accessed 11/6/2012
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http://www.sctax.org/security.htm

Data Breaches Abound

State of South Carolina

PROTECT YOURSELF AGAINST
IDENTITY THEFT

As you have probably seen on the news, in October, the South Carolina
Department of Revenue learned that it was the victim of a cyber attack in mid-
September. Because of this criminal hack, South Carolina residents who have paid

state taxes since 1998 may have had their personal information compromised.

Source . http://www.sctax.org/security.htm; last accessed 11/6/2012



http://www.sctax.org/security.htm

Data Breaches Abound

GOVERNMENT TECHNOLOGY

£F FOR BTATE ERMMENT

South Carolina Encrypts Records After Breach

Hews Topics
E-Government November 5, 2012 By News W Tweet /5
Emerging and Sustainable Staff

Technology EiRecommend 0

Officials in South Carolina

s LR have had a busy month. On 2 1
Services Oct. 26, Gov. Nikki Haley .
T Policy/Mgmt/Enterprize Tech announced a data breach

Photo from Shufterstock that data security experts said | You May Also Like

Justice and Public Safety ] ] ]
could lead to widespread bank fraud, identity theft, bogus

—— tax refunds and fraudulent loans. The breach, initiated in South Carolina Breach
Transportation and August and discoverad on Oct. 10, is being blamed on Compromises Milions of
Infrastructure overseas hackers. Personal information for 3.6 million Records
Wireless/Mobile/Broadband taxpayers was leaked from the state’s Department of

Revenue.

View All News Topics...

Source: http://www.govtech.com/South-Carolina-Encrypts-Records-After-Breach.html ; last accessed 11/6/2012



Attack Vectors
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_ Phishing
Outsiders AsSQL injection
AHacktivism
AAPT

AE-mail

: AFTP
Insiders ARemovable

Media




Outsider Threats i Spear Phishing

SECURITY

As Targeted E-mail Attacks Proliferate,
Companies Wince

By Jeremy Kirk, IDG News

The strange e-mails arrived in executives' inboxes around the same time that the Australian oil
company was negotiating a deal with a Chinese energy company.

The e-mails had the same structure and format as those
sent around the company and were baited with text that
Hack Attacks Proliferate with CIA, appeared to refer to a supposed continuing discussion
State ofAlabama Latest Victims between executives. The messages looked authentic from a
Massive’ Epsilon E-Mail Breach Hits | nontechnical perspective, just part of normal electronic
Citi, Chase, Many More communication within a company.
How Do | Make Web Mail My Default

SIMILAR ARTICLES:

Email, Part 1 But the corporate IT administrator feft something wasn't quite
How to Email Like a Pro right. Upon closer examination, the administrator found the e
Cybercrime Fight Costing -mails, while appearing to come from internal company

NnCompanies in pharmaceutical, chemical
hi ghest risk for encountering mal war e
(PC World Aug. 5, 2011).

In response to the targeted attacks against the Australian oil company, the IT administrator said
he built a tool that automatically strips out links in e-mails that come from outside his company.
That may be inconvenient for some users, but "we can do without the links but we can't do
without security,” he said.

Fundamentally, the administrator said many executives still regard computer security as a
hindrance and that "these geeks are just trying to make their life hard.”

"l still think they think this is a nuisance and that the security guy will take care of it," the IT
administrator said. "They are not elected [to the board] for IT savvy. They're old-school
business people.”

http://mww.pcworld.com/businesscenter/article/237372/as_targeted_email_attacks_proliferate_companies_wince.html
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From: Express Mall Service <el-915@baltimore.com> Hide
Subject: Tracking Number (N)GHF45 213 213 2126 2126
Date: January 11,2013 10:10:36 AM EST

To: IR

Reply-To: Express Mail Service <el-315@baltimore.com>

Fed

Order: JN-5584-490693683
Order Date: Thursday, 3 January 2013, 11:23 AM

Dear Customer,

Your parcel has arrived at the post office at January 6.0ur courier was unable to deliver
the parcel to you.

To receive your parcel, please, go to the nearest office and show this receipt.

GET & PRINT RECEIPT

. http:/ fturbopercussion.com.br/
CTVTMCRWYE.php?receipt=799_642977493

Best Regards, The FedEx Team.
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::‘.‘IT: gaﬂﬁtd:iled:ag.m badguy@gmall .Com Sent:  Fri3/1/2013 3:04 PM

Cc
Subject: RE: REMIMNDER - Materials For AMA Advertising Law & Public Policy Conference 2013

Harriet,

Check out these changes to our slide deck and let me know what you think! Just click on the link to see the deck.

www.strozfriedberg.com/ana slide deck WWW_ badg uyproxy. ru

Tom

Thomas Hibarger
Managing Director

Tel: 202.454.5803

Mobile: 202.754.2815
Fax: 202.454.5700

1150 Connecticut Avenue, NW, Suite 700, Washington, DG 20038
B thibargerf@strozfriedberg.com [ www.strozfriedberg.com

STROZ FRIEDBERG




SQL Injection




SQL Injection

In an SQL injection, the intruder sends intentionally

mal f or med reqgues Wsbsitemtha ¢ o
hope that the server will malfunction and either return
non-public data in response to the request or grant the

attacker deep administrative access to the server.
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Hactivism: LulzSec and Anonymous




Advanced Persistent Threat (APT)

A State-sponsored hacking
A Most corporations and law firms are underprepared

A The ramifications are significant enough that this is no
longer simply an IT problem

A The front office, CEOs, and Boards need to partner with
IT to understand and strategize for APT defense and
response

A APT defenses

I Corporate governance 1 create a culture of digital security
I Technological competencies
I Cutting edge tools for zero day malware identification

20



Advanced Persistent Threat (APT)

N 1 n bivtdchnolgy sector, their victims include Boston Scientific, (BSX) the
medical device maker, as well as Abbott Laboratories (ABT) and Wyeth, the

drug maker that i s now part of Pfizer
(Bloomberg, Dec. 13, 2011).

The hackers also rifled networks of the Parkland Computer Center in Rockville, Maryland,
according to documents provided to Bloomberg News by a person involved in government
tracking of the cyberspies, who declined to be identified because the matter isn't public.
Farkland is the computing center for the Food and Drug Administration, which has access to

drug trial information, chemical formulas and other data for almost every important drug sold in
the U.5.

http://www.bloomberg.com/news/2011-12-13/china-based-hacking-of-760-companies-reflects-undeclared-global-cyber-war.html 21



