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The exciting potential of R(eal) T(ime) M(arketing) and other new tools that use computer
algorithms: just don’t forget about some legal implications.
By Keri S. Brucei and Felix Hoferii

Recently we found ourselves debating the explosive attention marketers and related businesses have
dedicated, over the last twelve months, to new techniques to target more efficiently their existing or
prospective customers. Every day numerous articles discuss the rapid expansion of the use of Real
Time Bidding (RTB), Real Time Marketing (RTM) or some other programmatic buying system.
There are even new magazines specifically dedicated to the topic. Increasingly, similar words are
coined at impressive speed according to the perspective chosen for approaching the topic.
In the end, however, all these terms and acronyms simply stand for the concept of “delivering the
right commercial communication, to the right person, at the right moment (or place) through the
right device”. Nothing exactly revolutionary or new, as many advertisers have been using
advertising that employs online behavioral advertising (OBA) for some time.
The key to RTB is its algorithms. These algorithms, like those that are used in financial high
frequency trading, are subsets of computer programs that make calculations and process and
analyze data in real time. In the context of RTB, these algorithms enable marketers to buy media
automatically in real time, aggregate the results of a buy, and build on those results over time to
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identify connections, gain knowledge and optimize marketing plans. It is becoming a game changer
for marketers. The technical progress in using very large, diverse data (often referred to as “Big
Data”) to deliver commercial communication provides not just advantages, but also challenges for
advertisers and media- and advertising agencies as well as search engines and Big Data companies.
On one hand, traditional media, such as radio, television, press, outdoor, and sponsored links, face
tough competition from new devices (and their applications) such as smart phones and tablets, and
new media platforms, such as social media. It has been reported that RTB will grow at a rate of 53%
per year in the U.S. between 2011 and 20161 and that in 2012 RTB accounted for nearly 13 percent
of all U.S. display advertising spending2. According to recent studies, at the end of 2013 mobile
search clicks are likely to attract approximately 20-25% of the total amount of search clicks. Not
such an impressive number by itself, but up by a double digit number compared to the past year
(and deemed to increase at similar speed in near future), which is very impressive!
On the other hand, new technology always goes hand-in-hand with an increased level of
sophistication and a need for refined strategies: “predicting” search terms or content will soon be
increasingly more important for efficient marketing in an on-line environment. Exciting times are
definitely ahead for the advertising industry. But, not all that shines is necessarily made of gold.
The legal implications raised by these more advanced technologies are continuing to get lots of
attention from regulators and law makers around the world. Advertisers, agencies, exchanges,
publishers, search engines and the like that are taking advantage of RTB should understand the
current legal landscape and properly minimize risk before diving in.
I. The United States approach
While there are a myriad of legal issues that can arise when using RTB, regulators, consumers
groups and class action lawyers in the U.S. continue to be highly focused on privacy and data
protection in online and mobile environments. The focus on this area is driven by many factors,
including, the general anxiety consumers have about being “tracked” and wanting to ensure their
personally identifiable information (“PII”) and personal and private data is kept safe and that it is
not shared or used in ways that were not intended or disclosed. While anonymization and
aggregation of data has provided some comfort in the past to data sharing, it’s not perfect. There
are real-life examples of where anonymization of data has failed thereby allowing such information
to be re-identified.3 Further, with the rapid advancement of technology, there is the possibility that
re-identifying data may become easier.
While privacy and the protection of PII is already subject to a variety of U.S. laws and regulations,
such as the Graham-Leach-Bliley Act (governs personal information collected by financial
institutions), the Health Insurance Portability and Accountability Act (which regulates medical and
health information) and numerous state laws, such as the California Online Privacy Protection Act,
the online and mobile industries continue to be targeted for new legislation and regulations. In
February 2013, U.S. Senator Jay Rockefeller introduced a law coined the “Do-Not-Track Online
Act of 2013” which would require all web browsers, online companies, and app makers to give
users a choice of opting out of being tracked online.4 In addition to laws and regulations directly
relating to data protection in certain industries, other Federal laws come into play and have been the
basis of litigation and regulatory investigations, including:
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Electronic Communications Privacy Act (ECPA), which prevents tracking and access to user
behavior without consent5;
Federal Wiretap Act6, part of the ECPA which provides for statutory damages if the contents of
electronic communications are intentionally intercepted using a device;
Stored Electronic Communications Act7, which provides penalties for anyone who
"intentionally accesses without authorization a facility through which an electronic
communication service is provided or… intentionally exceeds an authorization to access that
facility; and thereby obtains, alters, or prevents authorize access to a wire or electronic
communication while it is in electronic storage in such system";
Computer Fraud and Abuse Act8, which is an anti-computer hacking law that prevents tracking
of user behavior if it causes economic damage of $5,000 or more;
Section 5 of the FTC Act9, which prohibits deceptive acts and practices; and
Children’s Online Privacy Protection Act10, which was updated in December of 2012 to expand
privacy protections for children.

In addition to data and privacy issues, anti-competition concerns can come into play. We’ve already
seen one major investigation by the FTC into whether of a search engine’s search algorithms and
restrictions on use of certain data by advertisers across competitive platforms resulted in
anticompetitive practices.11 While anti-competitive practices in the area of RTB may not
necessarily pose direct liability for advertisers and agencies, the practices can nevertheless cause
harm (and frustration) to advertisers and agencies.
So, what should advertisers and agencies do to manage risk as they delve into RTB?
Disclose and Abide By Privacy Policies
Companies should ensure that they are disclosing their privacy practices and abide by them. Seems
simple, but many companies haven’t reviewed or updated their privacy policies since they first
launched their websites years ago. It’s highly likely that the technology used to collect data and
their data sharing practices have evolved since that time. The Federal Trade Commission (FTC)
views a company’s website terms of use and privacy policy as an express representation to
consumers as to how their information and data will be collected, stored and (if applicable) shared.
Failure to disclose and abide by a privacy policy can expose a company to an action for unfair and
deceptive acts or practices under Section 5 of the FTC Act and similar state laws and breach of
contract claims. For example, in December of 2012, the FTC entered into a consent order against a
large advertising network that used “history sniffing” technology to track data, including sensitive
financial and medical information, about consumers on websites outside of the website’s own
network.12 This practice was deceptive because the ad network’s privacy policy disclosed only that
it would collect information about consumers’ visits to websites in its own network. Under the
terms of the settlement, the ad network must cease “history sniffing” practices and delete and
destroy all data collected using it. Also in December 2012, the California Attorney General sued an
airline for violating the California Online Privacy Protection Act (OPPA) and the state's Unfair
Competition Law by failing to conspicuously post a privacy policy on its app and failing to comply
with its own website privacy policy.13 These cases are just two of many cases where a company’s
failure to abide by the terms of its privacy policy had legal implications.
Privacy policies should be robust and cover all potential data uses and transfers now and in the
future so as to reduce the need to revise the policy. Policies should have an effective date or “last
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revised” date, so that users can identify if and when the policy was changed. Before implementing
a revision to a privacy policy, special attention should be paid to whether the change is material and
whether it will have an effect on previously collected data. If, for instance, the change will increase
the ways in which PII previously collected from users will be used, then express consent to the new
change will likely be required before historical data can be used in the new ways. Companies
should carefully consider the most effective manner of disclosing a change. For instance, the need
for express consent may alter how a change is communicated to users, such as via email, on the
website, during check out, etc. Perhaps more importantly, before implementing a change,
companies should consider the potential consumer reactions to the change. It’s not uncommon for
companies to receive backlash from consumers to proposed privacy policy revisions. 14
Finally, regulators and industry organizations are also currently focusing heavily on the manner in
which privacy disclosures are made, in particular in the mobile space. For instance, California
recently released its “Privacy On the Go: Recommendations for the Mobile EcoSystem” paper
which, among other items, suggests that mobile provider privacy polices be in an easy-tounderstand format, such as a layered privacy notice, or a “nutrition label for privacy.”15 Companies
should be prepared for the method and manner of disclosure of privacy policies to potentially
evolve in the near future.
Adhere to the DAA’s Self-Regulatory Principles
In addition to ensuring their privacy policies are up to date and followed, companies that own or
operate websites where data is collected by third parties for OBA purposes or companies that use
OBA data to deliver ads should adopt and comply with the Digital Advertising Alliance’s (DAA)16
self-regulatory principles.17 These principles set standards for consumer-friendly OBA practices
and include use of an “Advertising Option Icon” (“Icon”) on advertisements using OBA. The Icon
links to disclosures and provides the ability for consumers to opt-out of being tracked. Compliance
with the principles is monitored by the industry as well. Adoption and compliance with this selfregulatory effort is critical if the advertising industry wants to continue to keep regulators and
legislators at bay.
Research Providers Thoroughly and Ensure Agreements with Providers have Adequate Protections
Companies should research their RTB service providers thoroughly before entering into an
agreement to use their services. Providers that will be tracking and providing tools to analyze
multi-site data should have appropriate privacy policies that disclose in detail their privacy practices
and the technologies used. Agreements should require that provider’s comply with the DAA’s
principles, where applicable. Furthermore, companies should ask for assurances that providers have
appropriate data security practices in place.
Licensing and ownership is important as well. Thoroughly understanding who will own and have
access to the data collected and how can it be used is essential. For instance, does the technology
allow aggregated data to be used across a variety of platforms, including competitive platforms?
And, if so, does the provider have application protocol interfaces (API) that will allow one to access
data and develop separate programs to manage the data? The answers to these questions could end
up having a major impact on how useful the technology is over time.
Finally, companies should ensure that the contracts with providers have appropriate defense,

5
indemnity and insurance clauses to protect against potential data security breaches and breaches of
privacy practices. With class actions continuing to be filed en masse, there is the increased potential
for advertisers and the agencies that use ad networks to be named in the actions.
While the legal issues associated with RTB are not new, they are heightened due to the ever
increasing scrutiny by regulators and law makers on data and privacy practices. Moreover, the
increasing number of class actions that are filed relating to data and privacy practices increases the
need for companies to ensure they are participating in RTB activities with adequate protections and
compliance programs in place. While the White House recently commended the DAA’s significant
progress in implementing a strong privacy protection program for consumers,18 it does not mean
that the issues of privacy are going to be left to self-regulation. Companies should stay on top of
new laws and industry efforts to improve self-regulation.
II. The European perspective
Personal data are the raw material and their profiling and monitoring the common denominator for
using the new tools, such as RTB, and the sophisticated marketing strategies made possible by
them. But, in the end it all boils down to processing of personal data, a highly critical process in
Europe. Within the territory of the European Union such practice is governed by two basic laws: the
General Privacy Directive19 and the ePrivacy Directive20, both currently under review and to be
replaced soon by a new Regulation21.
In addition, researching and classifying of on-line behavior almost always implies the use of
cookies, a practice that falls under the provisions of a separate Directive 22 (known as the “Cookie
Directive”), which clearly holds that “Terminal equipment of users of electronic communications
networks and any information stored on such equipment are part of the private sphere of the users
requiring protection under the European Convention for the Protection of Human Rights and
Fundamental Freedoms” and therefore sets a range of limits to legitimate use of cookies.
Marketers will therefore have to carefully consider how these laws will impact on techniques and
practices used for behavioral targeting. Furthermore it's advisable to achieve at least a broad idea on
how European Data Protection Authorities usually approach compliance with the principles and
requirements set by the EU's privacy provisions. Knowing that will help bring understanding as to
how authorities are likely to enforce the principles against offenders.
To that purpose, there are some key aspects marketers should bear in mind.


According to the General Data Protection Directive 23 all data processing may be performed
exclusively for “specified, explicit and legitimate purposes” and all further handling has to be
coherent with such purposes. In addition, the processing shall be adequate, relevant and not
excessive in relation to the purposes for which data had been collected. Marketers performing
any form of behavioral targeting will presumably perceive as the most disturbing requirement
the one imposing that all collected data are to be kept in a form which permits identification of
data subjects for no longer than is necessary for the purposes for which the data were collected.



If we consider that the Directive also sets 24 – as a general criterion – that “... personal data may
be processed only if: (a) the data subject has unambiguously given his consent ….” a strictly
opt-in system results in nothing else than a true nightmare to the advertising industry. Neither
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will marketers be happy about the provisions allowing data transfer exclusively to third
countries (i.e. countries not member to the European Union) “ensuring an adequate level of
protection”25 or “on condition that: (a) the data subject has given his consent unambiguously to
the proposed transfer… 26.


This initial legal framework was “refined” by the ePrivacy Directive27 which, while referring to
the general principles on processing of personal data to their handling in the context of
electronic communication, has also introduced some important additional considerations. The
Directive makes clear that all “terminal equipment of users of electronic communications
networks and any information stored on such equipment are part of the private sphere of the
users requiring protection under the European Convention for the Protection of Human Rights
and Fundamental Freedoms” and therefore holds that “so-called spyware, web bugs, hidden
identifiers and other similar devices can enter the user's terminal without their knowledge in
order to gain access to information, to store hidden information or to trace the activities of the
user and may seriously intrude upon the privacy of these users. The use of such devices should
be allowed only for legitimate purposes, with the knowledge of the users concerned”28.



Therefore, any “intrusive device” “... for instance so-called 'cookies', can be a legitimate and
useful tool, for example, in analyzing the effectiveness of website design and advertising, and in
verifying the identity of users engaged in on-line transactions”, but “... their use should be
allowed on condition that users are provided with clear and precise information … about the
purposes of cookies or similar devices so as to ensure that users are made aware of information
being placed on the terminal equipment they are using” and “users should have the opportunity
to refuse to have a cookie or similar device stored on their terminal equipment”, while “...the
methods for giving information, offering a right to refuse or requesting consent should be made
as user-friendly as possible. Access to specific website content may still be made conditional on
the well-informed acceptance of a cookie or similar device, if it is used for a legitimate
purpose"29.



Accordingly, practices essential to marketers, such as surfers' profiling or analyzing their on-line
conduct through behavioral-, contextual- or location targeting, become extremely difficult, if not
impossible, to perform legally as in the end only “... technical storage or access for the sole
purpose of carrying out or facilitating the transmission of a communication over an electronic
communications network, or as strictly necessary in order to provide an information society
service explicitly requested by the subscriber or user" is allowed30 without users' proper inadvance information and consent.



Basically. under these provisions the use of cookies is legitimate, provided: (a) targeted subjects
are offered an easy to understand in-advance indication, both about the fact that cookies are to
be installed on user's terminal as well as about their function and purposes, (b) users' consent for
placing cookies is achieved, and (c) they're informed about their possibility to refuse cookies'
placement on their terminals and about the browser settings apt to exercise such blocking right.

While marketers clearly were not exactly excited about all these requirements, a somehow viable
solution to adopt a “notice and choice” system; in other words, usually “cookies” were placed and
then users were informed about the placement and the possibility of having them removed. But
such “notice and choice” practice had to be reviewed after the so-called “Cookie Directive”31 came
into force.
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According to the Directive's introductory declarations on inspiring key principles and scopes
pursued:
 “Software that surreptitiously monitors the actions of the user or subverts the operation of
the user’s terminal equipment to the benefit of a third party (spyware) poses a serious threat
to the privacy of users, as do viruses. A high and equal level of protection of the private
sphere of users needs to be ensured, regardless of whether unwanted spying programmes or
viruses are inadvertently downloaded via electronic communications networks or are
delivered and installed in software distributed on other external data storage media ….”32
 “Third parties may wish to store information on the equipment of a user, or gain access to
information already stored, for a number of purposes, ranging from the legitimate (such as
certain types of cookies) to those involving unwarranted intrusion into the private sphere
(such as spyware or viruses). It is therefore of paramount importance that users be provided
with clear and comprehensive information when engaging in any activity which could result
in such storage or gaining of access. The methods of providing information and offering the
right to refuse should be as user-friendly as possible. Exceptions to the obligation to provide
information and offer the right to refuse should be limited to those situations where the
technical storage or access is strictly necessary for the legitimate purpose of enabling the
use of a specific service explicitly requested by the subscriber or user. Where it is technically
possible and effective, in accordance with the relevant provisions of Directive 95/46/EC, the
user’s consent to processing may be expressed by using the appropriate settings of a browser
or other application. The enforcement of these requirements should be made more effective
by way of enhanced powers granted to the relevant national authorities”33.
Applying such principles under the Directive requires the following:
 Impose adequate notice to customers about their rights concerning information contained in
subscriber directories (and about the purposes of such directories) as well as suitable
organizational and technical protection measures apt to safeguard all personal information of
(fixed and mobile) end users stored in databases.
 Take the opportunity of stressing again that “traffic data” controlled by providers of security
technologies and services are subject to privacy requirements set both, by the General
Privacy Directive as well as by the ePrivacy Directive.
 Provide that any new application based on devices for data collection and identification must
result in uses “acceptable” to the targeted individuals and has to grant individual's
fundamental rights (and among them that to privacy and data protection).
 Flag concerns about the risks involved by the use of “software surreptitiously monitoring
actions of the user or subverting the operation of the user's terminal equipment to the
benefit of a third party (spyware)”.
 Inform whoever intends “… to store information on the equipment of a user, or to gain
access to information already stored, for a number of purposes, ranging from the legitimate
(such as certain types of cookies) to those involving unwarranted intrusion into the private
sphere (such as spyware or viruses)” that in such case users must receive “.. clear and
comprehensive information when engaging in any activity which could result in such storage
or gaining of access”.
 Clarify that “safeguards provided for subscribers against intrusion into their privacy by
unsolicited communications for direct marketing purposes by means of electronic mail
should also be applicable to SMS, MMS and other kinds of similar applications”.
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The most worrying aspect for marketers relates to a strict “opt-in” mechanism deriving from the
new wording of Section 5/3 of the ePrivacy Directive no. 58 of 2002. According to the amended
text, cookie placement without seeking targeted subject's in-advance consent will be possible and
legitimate in only the following two cases:
1. When essential for performing a communication's transmission over an electronic
communications network; or
2. When necessary for providing an information society service specifically requested by the
subscriber or user.
Thus, since 2011 providers, businesses and companies that need to process personal information in
performing their activities face a serious struggle coping with these new requirements. This is made
even more complicated as the amended new text of Section 5/3 of the ePrivacy Directive expressly
refers to “information” about users, which is clearly something different – and has a much broader
meaning - than what's defined by the term of “personal data”.
What can marketers expect from European Data Protection Authorities in terms of investigation and
enforcement?
EU provisions such as those set by the General Data Protection Directive of 1995 and the ePrivacy
Directive of 2002 require implementation on a national level, a fact that frequently leads to a certain
level of differences in the application of the rules between one country and another. The current
reform efforts of both Directives are aimed at preventing such differing interpretations through the
approval of a Regulation, which is immediately binding for all Member States and does not allow
flexibility in national implementation34.
It is therefore all but easy – if not impossible - to achieve a 'harmonized' perspective about how
privacy regulations are applied throughout the European Union.
The best way for addressing this problem is to monitor - on an ongoing basis - the working papers
released by the Article 29 Working Party35, an independent Advisory Body assisting the EU
Commission with expert opinion on privacy issues.
Over the last few years, Internet companies (e.g., providers, search engines and on-line platform
owners) frequently took the position that, because their business headquarters were located outside
of Europe and the processing of the personal data was handled overseas, there was no reason to be
concerned about the EU's privacy laws. Today, such approach could definitely result in a rather
risky position for a number of reasons.
Over the years the Article 29 Working Party had expressed the view that:
 An individual's search history, IP addresses and cookies had to be considered 36 as “data
relating to an identifiable person” any time identification is possible by relying on
reasonable means likely to be used.
 All the principles and key aspects dealt with by the provisions of the General Data
Protection Directive did “apply to the processing of personal data by search engine
providers in many cases, even when their headquarters are outside the EEA”37 and that
multinational search engine providers were subject to the national laws governing the
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handling of personal information (aside from the case where they had an “establishment” in
a country member to the EU), when a “company makes use of equipment, automated or
otherwise on the territory of that Member State, for the purposes of processing personal
data (for example, the use of a cookie)”.
It was ”beyond doubt that the processing of traffic data falls within the scope of the Data
Protection Directive”,38 and that unless a service provider “is in a position to distinguish
with absolute certainty that the data correspond to users that cannot be identified … all IP
information”, will have to be treated “as personal data, to be on the safe side”,
“…the technological developments have strengthened the risks for individuals’ privacy and
data protection and to counterbalance these risks, the principle of “Privacy by Design”
should be introduced in the new framework: privacy and data protection should be
integrated into the design of Information and Communication Technologies”39 and
mechanisms safeguarding an individual's privacy should “become embedded in ICT”40.
Social networks also have to comply with privacy requirements and obligations41 deriving
from the key principles of the Directives, with a specific reminder about the fact that while
direct marketing is certainly to be recognized as “an essential part of the SNS business
model”, the respective practices are also required to “comply with relevant provisions of
both Data Protection and ePrivacy Directive”42.
The multiple advantages and economic benefits offered by “on-line behavioral
advertising”43 in an Internet focused economy being out of question, marketers nevertheless
should not ignore “individual's rights to privacy and protection of personal data” and the
requirements to be fulfilled for correct compliance with the respective provisions (among
them: achievement of user's “informed consent” for placement of tracking devices such as
cookies, availability of adequate browser settings and “affirmatively activated” opt-in
systems granting users’ actual willingness to be subject to the monitoring of surfing
behavior for the purpose of receiving tailored advertising, possibility of limiting in time the
scope of user's consent and of revoking easily such consent in the aftermath, presence of
visible alerts about monitoring being performed and tracking devices being in place) 44.

In recent years the Working Party has also looked into other privacy aspects related to technical
development and new devices.
A specific Opinion45 deals with geolocation services on smart mobile devices. Believing that “the
value of information” (e. g. financial data, health data and other consumer behavioral data)
“increases when it is connected to location”, the Working Party has considered necessary clarifying
the legal requirements of such new services under the Data Protection Directive46, especially when
providers of geolocation based services are capable of gaining a very intimate overview on a mobile
device owner’s habits and patterns as well as of building extremely detailed and comprehensive
user profiles. With respect to smart mobile devices such scrutiny and profiling potential is
increased by the fact that these devices are generally equipped with a number of “unique
identifiers” (e.g. the MAC address, the operating system identifying number, etc.) and therefore
allow “singling out” an individual even without knowing the device owner’s real name. Systems
with more or less identical capacities are in place with respect to WiFi access points. Relying on
elements such as signal strength or SSID, it’s easy to trace and determine the exact location of an
access point. From there, the path to discovering an individual’s name isn’t difficult. There is no
surprise that these technical implications have convinced the Working Party of unconditional
applicability of the Directive no. 46 of 1995 to these practices, as its provisions define “personal
data” as “any information relating to an identified or identifiable natural person ('data subject')”47.
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On the basis of such premise the Opinion identifies “three different functionalities ... with different
responsibilities...” i. e. “the controller of a geolocation infrastructure, the provider of a specific
geolocation application and the developer of an operating system of a smart phone device”. All
will have to comply –in different ways – with privacy requirements.
In December 2011, the Working Party delivered its views on the EASA/IAB Best Practice
Recommendation on Online Behavioral Advertising, as a token a rather than a critical stand48.
While the economic benefits potentially deriving from behavioral adverting were openly
acknowledged, the Working Party clearly voiced its opposition against such practices being
“carried out at the expense of individuals' rights to privacy and data protection”. The opinion
exposes the conclusion that “adherence to the EASA/IAB Code on online Behavioral advertising
and participation in the website www.youronlinechoices.eu does not result in compliance with the
current e-Privacy Directive” and that “moreover the Code and the website create the wrong
presumption that it is possible to choose not to be tracked while surfing the Web.” 49
In its reasoning the Working Party argues its position by affirming that:
 The use of cookies in the context of behavioral advertising and the collection of unique
identifiers with tracking capacity implied by such use will easily bring such practice under
the applicability of the provisions of the ePrivacy Directive.
 That users' consent for the placement of cookies will be necessary in many cases, but may
also be obtained in user friendly ways (such as an information banner at the top of a website,
a splash screen) and once correctly achieved, is suitable to cover both, “a cookie serving the
same purpose and originating from the same provider” as well as the access to other
websites “that share the same OBA network”.
 An issue of concern consists in the fact that the proposed Code fails to offer provisions and
detailed indications as to the ways of collection, the amount of data achieved, the period of
storage and the purposes of processing.
A few months later, the Working Party issued additional guidance on the use of cookies, provided
through Opinion no. 4/201250. Specifically, the working paper addressed the problem of correct
interpretation of Article 5/3 of the ePrivacy Directive in its amended wording (introduced by
Directive no. 136 of 200951) on the possible uses of cookies without users' consent and provides the
following requirements:
 A cookie use may be held as “strictly necessary” for communication transmission purposes
only when it allows to: (a) route the information over the network, (b) exchange data items
in their intended order, and (c) detect transmission errors or losses52, and
 A cookie use for meeting a subscribers or users specific service request will have to meet a
double requirement: (a) it has to be necessary for fulfilling a specific (exactly identified)
service request originating from a subscriber/user who performed a “positive action” in
order to solicit the service, (b) the cookie is absolutely instrumental for providing the
requested service which would not work at all in absence of the cookie (reference is clearly
to a “functionality” criterion).
The Working Party also explained that in its view, “third party cookies” and “multipurpose cookies”
will have difficulty meeting these exemption criteria and additionally warned that cookies
compliant with the requirements and legitimately placed without seeking consent (e.g. a cookie
necessary for accessing a certain functionality via a “log in” mechanism) may not be used for other
secondary purposes such as behavioral monitoring or advertising53. Finally, it stressed that the
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duration of a cookie use is a crucial aspect to consider and closes with the recommendation: “in
case of doubt, seek user's consent in a simple and unobtrusive way”.
To round off this excursus, a few lines from another recent Opinion54 that focused on facial
recognition in on line and mobile services is worth mentioning.
On the premise that “facial recognition contains sufficient details to allow an individual to be
uniquely identified”, the Working Party held that “digital images” allowing an individual's
identification are to be considered as “personal data” and easily as “biometric data” (when “they
relate to biological properties, behavioural aspects, physiological characteristics, living traits or
repeatable actions where those features and/or action are both, unique to that individual and
measurable”). Therefore, facial recognition results in an “automated form of processing of personal
data, including biometric data”. Subsequently, all key principles and criteria laid down in the
General Data Protection Directive no. 46 of 1995 will apply to face recognition practices, a fact that
web site owners, on-line service providers and mobile application operators should keep in mind as
all requirements and obligations set by the Directive will apply to them 55. This conclusion may also
be extended to companies running on-line social networks as in the Working party's view “SNS
providers are data controllers” in the Directive's meaning.
This may sound odd in times when social networks enjoy extreme popularity and offer immense
potential to marketers; but ignoring these views and recommendations will easily expose an
infringer to fines (sometimes of significant amount) and sometimes also to criminal prosecution56.
Self-Regulation in the EU
Interested industry sectors have tried – and are trying hard – to prevent further regulatory
intervention by pushing the adoption of self-regulation systems.
Aside from the mentioned joint initiative of EASA and IAB57, the International Chamber of
Commerce – ICC in December 2012 published a Resource Guide58 for self-regulation of online
behavioral advertising with the intent to offer the advertising sector some “fundamental principles
that any market in the world can use when setting up OBA self-regulation”. The Guide provides a
check list of things to do and of aspects to properly consider before engaging in OBA. This check
list extends from contacting (or cooperating with) interested stakeholders to developing adequate
program architecture and operational structure as well as to considering the use of trust marks or
special icons and adherence to self-certification systems and finally to consumer education and ongoing dialogue in order to ensure regulatory alignment and support.
On a national level we have also seen:
 The Federation of the German Advertising Industry setting up (in November 2012) a special
body, the Privacy Council for Online Advertising (DDOW), which has issued a specific selfregulation code with the key principles to obey with when marketers process personal data
in the context of on-line behavioural advertising.
 The Advertising Standards Authority for Ireland extending its digital remit to include
marketing communications on advertisers’ profile pages and other non-paid-for space on
line, under advertisers’ control (previously outside of remit)59.
 The UK the Advertising Standards Authority (ASA) releasing, earlier this year, new rules 60
meant to provide the public with notice of, and control over, on line behavioural advertising
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(OBA).
What lies ahead in the EU?
The European Union is currently “updating” both the General Data Protection Directive no. 46 of
1995 and the ePrivacy Directive no. 58 of 2002, believing that their provisions need to be brought
in line with technical progress and with the challenges of a digital marketplace.
In a recent speech Viviane Reding, Vice-President of the European Commission and EU Justice
Commissioner, explained the reasons behind the reform of the current Community Laws governing
data processing and has addressed the privacy concerns of EU citizens: “17 years on, we have to
think about whether our data protection rules still work. Many citizens think that they don't. 92% of
Europeans are concerned about mobile apps collecting their data without their consent. 89% of
people say they want to know when the data on their smartphone is being shared with a third party.
They want the option to give or refuse permission.”61
On January 25th, 2012, the European Commission released a draft text for a new Regulation meant
to replace both existing Directives. The key goals the new Regulation intends to achieve include:
 A single set of rules on data protection, valid across the EU (deemed to remove excessive
administrative requirements for companies and allowing them significant cost savings).
 A clear support of a "one-stop shop" approach both, for companies doing business on a
cross-border basis as well as for consumers intending to file a complaint against a company
established in a country other than their own62.
 The principle that where data subject's consent is required, it'll have to result in clear and
unambiguous form and no “consent-by-mere-implication” mechanisms will be allowed.
 The aim to strengthen data subject's rights as to easy access to and transfer of their personal
information from one service provider to another.
 Granting people a “right to be forgotten” in order to achieve a more effective management of
risks in on-line environments63.
 Increased enforcement powers assigned to the national DPAs64.
The proposed Regulation is currently pending before the European Parliament, which will probably
decide on its final approval in 2013.
No doubt foreign marketers doing business in the EU and offering services to its residents have
started suffering from serious headaches when faced with the perspective of becoming subject to the
EU privacy laws even when personal information of EU citizens are handled abroad. It is also no
surprise that all major players active in on-line businesses have deployed all their lobbying potential
in order to water down some of the new provisions as much as possible (especially the proposed
definitions of “legitimate interest” justifying data use and the “informed and explicit consent”
requirement are perceived as highly disturbing and interfering with business). Such efforts are
strongly opposed by the Article 29 Working Party which tries to keep the proposed regulation’s text
as much as possible coherent with its views on adequate processing and protection of personal data
in any context inclusive the on-line environment65.
Last Word on the EU
All this may sound strange to those not familiar with the European approach to privacy and the
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perception of personal data protection as a fundamental right, pertaining to an individual's most
intimate and private sphere.
Nevertheless, foreign marketers relying on behavioural and/or contextual data and intending to
perform their business throughout the European Union will need to carefully bear in mind the Old
Continent's views on collecting, storing and processing of personal information. When making use
of data provided by third parties, they will be well advised to properly address, in their contractual
agreements with data sources, issues such as legitimate origin and transfer of data, achievement of
informed consent, adoption of adequate safety measures in order to avoid data breaks/losses, etc.
Failure to address such potential implications could expose them to (secondary) liability as “joint
data controllers”. 66
Considering the increased maximum amounts proposed by the upcoming EU Regulation, fines can
badly hurt companies liable of infringement, but it's also crucial to recall that in many European
jurisdictions criminal sanctions may easily be served for non-compliance with some requirements
set for legitimate data processing (e. g. consent for handling so-called “sensitive” data, illicit
publication or diffusion of data, incorrect data transfer abroad, in certain cases, failure to put proper
safety measures in place).
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