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New Expectations for Marketers and their Counsel 
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Distributed 
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Cybersecurity Is Grabbing Headlines 
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January 30, 2013 

Hackers in China 

Attacked The Times 

for Last 4 Months 
NICOLE PERLROTH 

 

SAN FRANCISCO — For the last four 

months, Chinese hackers have persistently 

attacked The New York Times, infiltrating its 

computer systems and getting passwords for 

its reporters and other employees. 

 

After surreptitiously tracking the intruders to 

study their movements and help erect better 

defenses to block them, The Times and 

security experts have expelled the attackers 

and kept them from breaking back in. 

 
February 1, 2013 

Twitter Hacked: Data 

for 250,000 Users 

May Be Stolen 
NICOLE PERLROTH 

 

Twitter announced  late Friday that it had 

been breached and that data for 250,000 

Twitter users was vulnerable. 

 

The company said in a blog post that it 

detected unusual access patterns earlier this 

week and found that user information — 

usernames, e-mail addresses and encrypted 

passwords — for 250,000 users may have 

been accessed in what it described as a 

“sophisticated attack.” 

 
February 1, 2013 

A Cybersecurity 

Blanket: New 

Executive Order 

Means a Broad 

Review for Lawyers, 

Clients 
TODD RUGER 

 

The federal government’s new push to 

bolster cybersecurity will create an array of 

legal questions and potential pitfalls for 

companies in the coming months. 
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Data Security is #1 concern of GCs 

 



Agenda 

 

• What is the current cyber risk landscape? 

 

• What is current legal and regulatory landscape? 

 

• What is likely to happen in Washington in 2013? 

 

• What is corporate counsel’s role?  
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FBI Director Mueller at 2012 RSA Conference  
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• "There are only two types of companies: those that have been 

hacked, and those that will be. Even that is merging into one 

category: those that have been hacked and will be again," 

Mueller said.  

 

 

 

 

• "State-sponsored hackers are patient and calculating," 

Mueller said. "They have the time, money and resources to 

burrow in and wait. You may discover one breach only to find 

that the real damage has been done at a much higher level." 
 

          Source:  CNNMoney http://money.cnn.com/2012/03/02/technology/fbi_cybersecurity/index.htm?iid=EL; last accessed 10.24.12 

 

http://money.cnn.com/2012/03/02/technology/fbi_cybersecurity/index.htm?iid=EL
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Source:  http://datalossdb.org/statistics, last accessed 3/2/2013 

Number of DataLossDB.org Incidents Over Time 

Data Breach Trends 

http://datalossdb.org/statistics
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Source:  http://datalossdb.org/statistics, last accessed  3/2/2013 

Data Breach Trends 

http://datalossdb.org/statistics
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Source:  http://datalossdb.org/statistics, last accessed 3/2/2013 

Data Breach Trends 

http://datalossdb.org/statistics


Data Breaches Abound 
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Source:  http://www.sctax.org/security.htm; last accessed 11/6/2012 

State of South Carolina 

http://www.sctax.org/security.htm


Data Breaches Abound 
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Source:  http://www.sctax.org/security.htm; last accessed 11/6/2012 

State of South Carolina 

http://www.sctax.org/security.htm


Data Breaches Abound 
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Source: http://www.govtech.com/South-Carolina-Encrypts-Records-After-Breach.html ; last accessed 11/6/2012 



Attack Vectors 
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Outsiders 

Insiders 

• Spear 
Phishing 

• SQL injection 

• Hacktivism 

• APT 

• E-mail 

• FTP 

• Removable 
Media 
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http://www.pcworld.com/businesscenter/article/237372/as_targeted_email_attacks_proliferate_companies_wince.html 

“Companies in pharmaceutical, chemical, energy and oil industries are at the 

highest risk for encountering malware on the web, the report said.” 

(PC World Aug. 5, 2011). 

Outsider Threats – Spear Phishing 
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badguy@gmail.com 

www.badguyproxy.ru 
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SQL Injection 



SQL Injection 

 

In an SQL injection, the intruder sends intentionally 

malformed requests to a company’s Website in the 

hope that the server will malfunction and either return 

non-public data in response to the request or grant the 

attacker deep administrative access to the server. 
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Hactivism: LulzSec and Anonymous 



Advanced Persistent Threat (APT) 
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• State-sponsored hacking  

• Most corporations and law firms are underprepared 

• The ramifications are significant enough that this is no 

longer simply an IT problem 

• The front office, CEOs, and Boards need to partner with 

IT to understand and strategize for APT defense and 

response 

• APT defenses 

– Corporate governance – create a culture of digital security 

– Technological competencies 

– Cutting edge tools for zero day malware identification 



21 http://www.bloomberg.com/news/2011-12-13/china-based-hacking-of-760-companies-reflects-undeclared-global-cyber-war.html 

“In the biotechnolgy sector, their victims include Boston Scientific, (BSX) the 

medical device maker, as well as Abbott Laboratories (ABT) and Wyeth, the 

drug maker that is now part of Pfizer Inc. (PFE).” 

(Bloomberg, Dec. 13, 2011). 

Advanced Persistent Threat (APT) 
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http://www.businessweek.com/news/2012-02-08/china-based-hackers-target-law-firms-to-get-secret-deal-data.html 

Lawyers Are Not 

Immune… 

Over a few months beginning in September 2010, the hackers rifled one secure 

computer network after the next, eventually hitting seven different law firms…. 

      

  (Businessweek.com; 2-8-12) 

China-based hackers looking to derail the $40 billion acquisition of the world’s 

largest potash producer by an Australian mining giant zeroed in on offices on 

Toronto’s Bay Street, home of the Canadian law firms handling the deal. 
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Policy, Regulatory & Legal Landscape 



Intensifying Government Response… 
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Congress 

• 2012:  

• House Passed: CISPA  and FISMA 

• Senate Considered: Cybersecurity Act and 

SECURE IT Act 

• Rockefeller letter to 500 CEOs 

• 2013:  

• House: A repeat of 2012 so far 

• Senate: Commerce & Homeland Security 

 

Administration 

• Executive Order on critical industry security 

• “Voluntary” standards 

• Procurement incentives  

• Information-sharing 

• Support for legislation 

• SEC and other agencies active 

 

Europe and other nations 

 

 

 



…Occurs Alongside Consumer Protection Agenda 
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• State breach notification and other data security laws 

 

• Federal data and software security enforcement 

 

o Federal Trade Commission (FTC v. Wyndham 

Worldwide; HTC settlement) 

 

o Health & Human Services 

 

• NAAG – Top 2013 Priority  
   



Key Cybersecurity Policy Issues   
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• Information-sharing incentives (e.g. liability protection) 

 

• Commercial critical infrastructure regulation or standards 

 

• Harmonized breach notification 

 

• Privacy & civil liberties  

 

• Cyber doctrine and international collaboration 

 



Counsel’s Role* 
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1. Establish and guide to standard of care  

2. Guide compliance with disclosure obligations 

3. Identify and guide partnership strategy & governance 

4. Ensure regulatory compliance 

5. Counsel on cybersecurity program risks and obligations   

6. Ensure proper incident preparation & management  

7. Identify and mitigate cybersecurity-related transactional risk 

8. Advise on cyber insurance strategy 

9. Monitor and engage public policy and industry standards 

developments 

10. Discharge ethical obligations 
 

 
*Cybersecurity: The Corporate Counsel’s Agenda, BNA 

Privacy and Security Law Report (Dec. 12, 2012) 

http://www.hldataprotection.com/files/2012/12/BloombergB

NA-Cybersecurity-Pearson.pdf 

http://www.bna.com/
http://www.bna.com/
http://www.bna.com/
http://www.bna.com/
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Incident Planning 
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Incident Planning 
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Incident Planning 



Conclusion 
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Cybersecurity will remain on agenda for 

foreseeable future  

 

Still early in policy & regulation cycle 

 

Stakes are high for companies in almost 

all sectors 

 

Proactive measures, informed by 360-

degree view of developments, will 

reduce risk and demonstrate good faith 

 

 



Thank You!  
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