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CONSUMER CONSENT 2021: KEY PRINCIPLES
DRIVING BEST PRACTICES FOR BRANDS
PURPOSE OF THIS REPORT

Changes in digital advertising require advertisers to take
specific steps to gain consent to use consumer data in
marketing and customer experience. The Association of
National Advertisers (ANA) and member companies have
the opportunity to define best approaches and practices in
gaining consumer consent that strengthens trust between
companies and customers while making marketing more
efficient and effective.
This report summarizes key regulations, practices, and
principles of gaining consumer consent, as well as initial
recommendations for strengthening the approach to gaining
consumer consent. It can help establish a common understanding and vocabulary so that advertisers can continue
selecting standards and practices to manage the process
of consent going into the future.
Approach: This report includes a survey of current
regulations and practices, as well as recommendations
from a collaborative work session with 14 marketers representing ANA members, agencies, and technology companies.
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BACKGROUND
Issue Summary
The General Data Protection Regulation (GDPR) on data privacy and security for people in the EU
went into effect in May 2018. The California Consumer Privacy Act (CCPA) was passed into California
law in June 2018 and went into effect January 1, 2020. Both regulations are meant to protect consumers’ personal information and data, including how this information is collected and used by
marketers. Additional regional regulations are emerging in countries like Canada and Brazil and state
by state in the United States. Global and regional brands have been taking steps to remain compliant,
including the now common use of “cookie alerts” on brand websites.
Meanwhile, the technology platforms which marketers rely on, such as Google and Apple, are
changing how their technology does or does not enable marketers to use consumer data. Apple’s
changes to its Identifier for Advertisers (IDFA) went into effect on April 26, 2021 with the release
of iOS 14. It requires consumers to actively enable mobile apps in the iOS system to collect and use
their data. Early numbers reveal that only between 4 and 10 percent of consumers are opting in, thus
reducing marketers’ ability to use mobile app data in their marketing efforts. Google may have moved
its deadline for disabling third-party cookies in its popular Chrome browser until 2023, but the impact
on marketers remains significant.
All these changes reflect growing consumer concerns about protecting privacy and data. Marketers
need to move from being merely compliant with geographic regulations to adopting new, trustworthy
practices to protect consumers’ interests while also improving the effectiveness of their own marketing
efforts. This will lead marketers to place a lot more emphasis on their ability to leverage their own
customer and prospect data (i.e., first-party data) to deliver the personalized customer experiences
people increasingly expect.
It all starts with gaining consent from consumers. How and when should brands ask for that consent?
How often? How long should that consent last? How can marketers ask for permissions in specific
channels like mobile and email while anticipating new channels like addressable TV? How can brands
use consumer consent to build more trust while at the same time getting the most out of data in their
marketing?
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BACKGROUND
What Is Consumer Consent?
Consent is the individual’s way of giving permission for the use or disclosure of personal data. Most
regulations stipulate that this be affirmative or explicit consent: the individual must signify agreement
with a data controller by some active communication channel. Similarly, most regulations require this
consent to be under the control of the individual, who can revoke that permission at any time and
even require a data controller (e.g., a business) to destroy the data they hold related to that individual.
Currently, consumers signify consent in marketing in several ways:
1. When they click “Accept” on a cookie alert when visiting a brand website.
2. When they check the box in an email subscription form that they understand and accept the
terms of service and/or the privacy policy of that company
3. When they select “Allow” in the iOS 14 pop-up for mobile app, thus allowing the app to
“track your activity across other companies’ websites and apps.”
How the Information Commissioner’s Office in the U.K. (ICO) interprets “consent” in relation to the GDPR:
Data protection law has a high standard for what counts as consent. For consent to be valid,
you must make it very clear to people exactly what they’re consenting to. You also need to make
it so they take “affirmative action” — or, in other words, actively take a step to give you their
consent. You can’t use pre-ticked opt-in boxes for this reason, and they’re specifically banned.
If you’re relying on consent, you can’t use people’s personal data for any purpose other than
the one they originally consented to. For example, if someone gives you consent for their
details to be used as part of a prize draw, they’re hoping to hear from you with details of their
prize if they win. However, they don’t expect to hear from you about anything else, and the
consent they’ve given for their details to be used as part of the prize draw can’t be carried
over for anything else.
Key qualities of consumer consent from the ICO:
• Consent means offering individuals real choice and control. Genuine consent should put
individuals in charge, build trust and engagement, and enhance your reputation.
• Consent requires a positive opt-in. Don’t use pre-ticked boxes or any other method of default
consent.
• Explicit consent requires a very clear and specific statement of consent.
• Keep your consent requests separate from other terms and conditions.
• Be specific and “granular” so that you get separate consent for separate things. Vague or
blanket consent is not enough.
• Be clear and concise.
• Name any third-party controllers who will rely on the consent.
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BACKGROUND
• Make it easy for people to withdraw consent and tell them how.
• Keep evidence of consent — who, when, how, and what you told people.
• Keep consent under review and refresh it if anything changes.
• Avoid making consent to processing a precondition of a service.
When do you not need consent under the GDPR:
• A contract with the individual: You need to process data to deliver a contractual service.
• Compliance with a legal obligation: You need to process data to comply with a common law
or statutory obligation.
• Vital interests: You need to process data to protect someone’s life.
• A public task: You need to process data to perform a specific task in the public interest or
to exercise official authority.
• Legitimate interests: You can process personal data without consent if you need to do so for
a genuine and legitimate reason (including commercial benefit) unless this is outweighed by
the individual’s rights and interests.
What Are the Top Regulations Governing Consent for Marketers in Different Parts of the World?
Data privacy and security regulations are established and enforced in various countries around the
world and states within the United States. According to the United Nations Conference on Trade and
Development, 66 percent of all countries have data protection and privacy legislation in place and
another 10 percent have draft legislation underway. All are written to protect the citizens of that country
or state. In general, businesses that operate and market to individuals in those regions are required
to be compliant with the regulations for that population.
For companies that operate across states and countries (which includes most major advertisers),
this can present an operational challenge as they parse the requirements for each region and then
try to meet them. Finding best practices that consider all the various regulations with a single
implementation may be the best hope for global marketers.
Some of the top regulations in place or emerging:
• The General Data Protection Regulation (GDPR) is the privacy regulation in force in the EU.
The regulation went into effect on May 25, 2018.
• The California Consumer Privacy Act (CCPA) is a privacy regulation that went into effect on
January 1, 2020.
• The U.K.’s Information Commissioner’s Office (ICO) is an independent body which upholds
the information rights of U.K. citizens.
• The Commission Nationale de l’Informatique et des Libertés (CNIL) is the French data
protection authority. It released guidelines for cookie banners based on article 5.3 of the
e-Privacy directive.
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BACKGROUND
• The Lei Geral de Proteção de Dados (LGPD) is the Brazilian data protection regulation.
The regulation went into effect in August 2020.
• The Nevada Privacy Law (SB 220) went into effect on October 1, 2019.
• The current version of the Republic of Singapore’s Personal Data Protection Act went into
effect in July 2021.
• Virginia Consumer Data Protection Act was passed into law March 2, 2021. It is scheduled
to go into effect in January 2023.
How Is Consumer Data Used in Marketing and Customer Experience?
The use-cases for consumer data in marketing and customer experience will continue to multiply.
Digital channels, tactics, and the data “logic” underneath it all will only grow. One of the key challenges in gaining consumer consent today is being explicit about a brand’s use of that data while
anticipating new emerging uses and applications through the constant innovation in digitally-enabled
marketing.
There are certain common reason for marketers to collect and process customer1 and prospect 2
data (this specifically does not include all the operational uses like managing customer accounts
and transactions, personalizing products, fraud protection, and security):
• Personalizing the customer experience: Knowing more about the identity, interests, and preferences of a customer allows a brand to deliver personally relevant services and messages to
established customers. Personalization offers significant benefits to make customers’ lives easier.
• Delivering more relevant advertising and offers to individuals: By understanding the current
needs and interests of consumers and the context in which they live and interact with content,
marketers can focus their advertising on individuals who may have an explicit or implicit interest
in the product or service.
• Conducting research to create business and market analysis and reports: Digital channel data
can provide key insights into customer interests and behaviors, helping brands build business
growth strategies.
• Underwriting the free use of content and technology platforms: One original purpose of
advertising, including marketing that relies on consumer data, is to provide an adequate
revenue source for content creators.
• Measuring the effectiveness of marketing: Advertisers rely on digital data from all channels,
including data of consumer behaviors, to understand and optimize their advertising strategies
and investments.

Customer refers to anyone a business is already doing business with and for which the business may already hold some customer data.
Prospect refers to an unknown user such as an unknown visitor to a company website. The person may someday become a
customer by purchasing a product or service or registering at a site. A prospect may be revealed to be a current customer after
logging in to a website.
1
2

7 | Consumer Consent 2021: Key Principles Driving Best Practices for Brands

BACKGROUND
The Difference Between Anonymous Data and Personally Identifiable Data
Not all use-cases require consumer data that captures or reveals the identity of the individual.
In fact, most acquisition marketing does not require the name and personal details of the consumer
(personally identifiable information, or PII). Marketing to established customers is the obvious exception.
Here brands and customers understand the need to share information, and the value proposition
for an established customer to get promotions and offers, valuable content, or product and service
notices is generally understood.
In many ways, consumer privacy regulations don’t split hairs between consumers’ data when they
are anonymous to a marketer and when they are not. It is all personal data. When anonymous visitors
come to a brand’s website, they still may give or withhold consent via the “cookie alert.”
Marketers may continue to debate distinctions in protecting consumers’ data privacy between
behavioral data that is not tied to an individual’s identity and data that is tied to a known identity.
Since the boundaries of what is possible to “de-anonymize” data or associate data that was previously
anonymous with actual identities are not well defined or understood, regulators are currently seeking
protections for consumers more broadly.
What Is the Current State of Consumer Consent Collection?
In general, brands seek consumer consent in specific marketing channels where they seek to collect
data for marketing and customer experience purposes (see above use-cases). Currently, there are
a wide variety of messages and ways to solicit actual consent in each channel. Top examples of
consumer consent touchpoints by channel:
Cookie banner alerts upon entering a website that seeks to collect data on website and web-wide usage.
Key qualities for Cookie Banner Alerts (GDPR-compliant):
• Brands need to include a button to allow users to accept cookies.
• To make an informed choice, users must be given detailed information — such as how the
data collected will be used — from the alert.
• Brands should list all third parties they share data with and the types of cookies used. They
can (not required by GDPR) offer more selective controls for users to reject specific cookie
uses (e.g., “yes” for site analytics, “no” for ad targeting) or third parties.
• Brands should offer access to cookie settings where these choices can be made by the user.
• The cookie banner should include a link to the site’s cookie policy or cookie notice, which
describes in more detail how cookies are used and a list of all cookies.
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Specific to the California Consumer Privacy Act:
• In addition to most of the GDPR functions, CCPA-compliant sites must include the ability for
the user to opt out of the sale of personal information via a link on the home page. This does
not need to be included in the Cookie Banner Alert.
Mobile app opt-ins are implemented differently on Apple vs. Google and other app marketplaces.
For Apple, their iOS14 implementation was the first to require a specific prompt to the consumer
to allow for sharing of data with other organizations for tracking.
Key qualities of the new Apple AppTrackingTransparency requirements:
• Brands can allow consumers to use and experience the app before asking for permission
to collect any data for tracking; however, they must ask permission before tracking any data
via the AppTrackingTransparency prompt.
• Brands must include a purpose string in the system prompt that explains why they want
to track the user. This is one or two sentences that appear within the standard AppTrackingTransparency prompt.
• Brands can also include a pre-alert message that appears before the AppTrackingTransparency
prompt, explaining in consumer-friendly language what the data tracking may be used for.
• For brands with multiple apps, Apple offers Identifier for Vendors (IDFV). This is an identifier
that can be used across all apps owned by the same company. Brands can ask permission
in one app for other apps from the same brand or subsidiary to use the data. This permission
cannot be extended to third-party apps.
Email marketing opt-ins where the quid pro quo for subscription is consumers’ consent to be marketed
to and messaged and have their data used in a variety of ways.
Key qualities of email marketing opt-ins (CAN-SPAM compliant):
• Brands must ask for an explicit opt-in for users to receive email marketing messages.
• Best practice in email marketing is to use the double–opt-in feature, which requires the
subscriber to click on a confirmation link in a first email to become subscribed.
• Users should have easy access to unsubscribe at any time. Most email marketers include
an “unsubscribe” link within each outbound email.
• Brands should offer a link to the site’s privacy policies which explains how the email data is used.
Premium content opt-ins where a user must surrender email address, name, and/or company name
to download or receive some type of premium content like a white paper. This is more commonly
used in B2B marketing, where business prospect/customer expectations may be different than general
consumers. This use-case is generally identical to the email marketing opt-in use-case and has the
same key qualities.
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CURRENT EXAMPLES
Cookie Banner Alert Examples
• Inconsistent language and instructions
• Range from “no choice” to too many choices
• Overly complex and jargon-filled consumer controls
• No clarity of the duration of consent or future management options
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CURRENT EXAMPLES

https://usa.visa.com/
https://www.hiscox.com/
https://www.bayer.com/en/
https://www.jnj.com/
https://www.campbells.com
https://www.nestle.com
https://www.danone.com/
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CURRENT EXAMPLES
Cookie Banner Alert “Manage Settings” Examples
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CURRENT EXAMPLES
Sample Cookie and Privacy Statements
https://www.hiscox.com/hiscox-privacy-statement-cookie-policy
https://usa.visa.com/legal/global-privacy-notice/cookie-notice.html
https://www.bayer.com/en/privacy-statement
https://www.jnj.com/cookie-policy
https://www.campbellsoupcompany.com/privacy-notice-for-california-residents/
https://www.rssc.com/legal/privacy-policy
https://www.shutterflyinc.com/privacy
Mobile App Opt-In Examples
• Inconsistency between Apple and Google OS approaches
• New Apple OS 14 requirements unclear to brands and consumers
• Great variety in “purpose string” messages to consumers
• Few brands using the pre-alert message
• No clarity of the duration of consent or future management options
Examples of Apple’s standard AppTrackingTransparency Alert:
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CURRENT EXAMPLES
Apple’s examples of custom messaging screens as a pre-alert. Brands can use this before the standard
AppTrackingTransparency message (above).

Example of Dominos UK using both the Pre-Alert and the AppTrackingTransparency Alert:
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CURRENT EXAMPLES
Email Marketing Opt-In Examples
• Inconsistent use of opt-in checkboxes
• Privacy policy links are not always available at the subscription interface
• A consistently easy method to unsubscribe
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CURRENT EXAMPLES

https://www.cheetos.com/
https://www.rssc.com/
https://www.sees.com/
https://www.universalstudioshollywood.com/web/en/us
https://www.cuisinart.com/
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CURRENT EXAMPLES
Premium Content Opt-In Examples
• Not always clear what permissions are being granted
• Inconsistent use of opt-in checkboxes

https://usercentrics.com/
https://www.salesforce.com/
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WHAT ARE THE KEY TRENDS IN CURRENT CONSUMER CONSENT
IMPLEMENTATIONS BY BRANDS?
1. Channel-specific efforts with omnichannel ambitions
a. Marketers seek consumer consent at the point of collection: upon entering a website,
prior to subscribing for email, or prior to enabling tracking on a mobile app. Most marketers
aim to adopt an omnichannel approach to serving their customers or known prospects.
The interactions with a customer or known prospect in one channel should accumulate
in a more holistic data profile available for all channels while still being completely transparent to the consumer. Exactly how consumer consent is collected in one channel and
is used in another channel remains unclear. For example, the promise of addressable
TV (OTT) includes using consumer data from other channels to deliver the most relevant
advertising via video. How a consumer can express consent in the OTT environment
is unclear.
“There’s such a great opportunity for preferences and consent to permeate across channels.
Brands would be handsomely rewarded with my trust, and more importantly my business
with experiences that they know and respond to me where I am, whether mobile app, website
or smart TV there’s a huge opportunity for a better standard of experience.”
— Eddie Drake, Bank of America

2. Most brands approach consumer consent as a compliance issue
a. Currently, most consent implementations lead consumers quickly into long, technical
privacy policies or detailed, jargon-filled descriptions or choices. Drafted by corporate
compliance or legal departments, these efforts are designed to minimize risk to the
company, not empower customers.
b. New software-as-a-service providers have sprung up offering “Consent Management
Platforms.” These include companies like OneTrust, Didomi, Crownpeak, Usercentrics,
TrustArc, and Sourcepoint. The design and content of these solutions are meant to solve
compliance needs. This is likely since early demand for solutions (and budget) came from
the legal and compliance departments of major companies charged with corporate risk
management.
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WHAT ARE THE KEY TRENDS IN CURRENT CONSUMER CONSENT
IMPLEMENTATIONS BY BRANDS?
3. Little consistency in how brands speak to consumers around data use and consent
a. Basic email opt-in choices are often similar but still inconsistently presented. Most
have common-enough language, yet many remain opt-out vs. opt-in. The letter of the
regulations (e.g., the GDPR) only require opt-in compliance for their citizens. Marketers
have used geographical detection to present users from different parts of the world
with different settings.
b. The Apple iOS 14 changes require consumers to explicitly enable data tracking. Brands
can use a “purpose string” within the AppTracking alert. Brands use different messages
in this simple one- or two-sentence string. In addition, Apple allows a “pre-alert” message
to be shown which gives brands a custom message to app users before the standard
Apple prompt. Brands could explain the value proposition and frame the choice within
certain parameters set by Apple. As the Apple solution is new, there are limited examples
of brands using the pre-alert message. Some that do clearly see this as an opportunity
to speak in a unique brand voice.
c. Cookie Alerts are generally presented as a bar sitting on the entry page to a site.
The position of the bar can be top or bottom. It can be embedded in the page or a layer
above. There can often be three to four button options as well as an “X” to dismiss.
Finally, there is a great variation in what they say to people and what they enable.
4. Consumers are given too many choices or none
a. Current implementations do not reflect a customer-centered or customer experience
approach that aims to understand what consumers need or what practical decisions
they want to make. In some cases, they are given choices they cannot practically discern,
like accepting “Strictly Necessary Cookies,” “Performance Cookies,” “Targeting Cookies,”
or “Functional Cookies.” Sometimes they can select from a list of over 20 optional cookies
to offer more granular consent. No one could understand or verify this detailed consent.
b. In some Cookie Banner Alert implementations, visitors to a website are simply notified
that cookies are used and if they proceed to interact with the site, they will be tracked.
c. In the case of most opt-ins that reference a voluminous privacy policy, the depth and
complexity of those documents is not intended to give consumers practical choice. ‘
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WHAT ARE THE KEY TRENDS IN CURRENT CONSUMER CONSENT
IMPLEMENTATIONS BY BRANDS?
5. Consumers are treated like marketing supply chain experts and flooded with technical jargon
a. Consumers are met with descriptions that often go deep into technical or marketing
language. Unfortunately, when a brand presents this type of overly complex language,
it chips away at trust or other qualities of a positive customer relationship. Implementations
require users to understand what an IP address is, what a cookie is, or what the significance of storing it on your personal computer is, and what a technical operation like
network management has to do with them. Examples from cookie banner alerts:
i. “…process personal data like IP address or browser information in order to personalize
the advertisement you see…”
ii. “…you agree to the storing of cookies on your device to enhance site navigation,
analyze site usage, and assist in our marketing efforts…”
iii. “Necessary cookies enable core functionality such as security, network management,
and accessibility…”
“We (the advertising industry) need to find a consumer-friendly way to stop talking about
how we are doing what we are doing. We’re obligated to use the word “cookie” but the how is
trivial in light of the what, and to many consumers, “cookie” means something vastly different
than a mechanism to enable identity and ancillary services. We need to own the burden
of being clear in addition to transparent.”
— Eddie Drake, Bank of America

20 | Consumer Consent 2021: Key Principles Driving Best Practices for Brands

LOOKING AHEAD
What Are the Key Principles that Should Drive a Better Approach?
1. Strengthening Consumer Trust
Brands understand the importance of continually building and strengthening customer trust.
The 2021 Edelman Trust Barometer special report: Trust, The New Brand Equity surveyed
14,000 consumers in 14 countries. Notable findings:
• 61 percent are prepared to be advocates if they fully trust a brand.
• 57 percent will purchase products or services, even if not the lowest price, if they fully trust
a brand.
Meanwhile, how brands manage customer data is on people’s minds.
According to the 2020 Consumer Privacy Survey from Cisco (October 2020):
• 89 percent say “I care. I want more control.”
• 70 percent say “This is a buying factor for me.”
• 29 percent say “I have switched companies over their data policies and data sharing
practices.”
Current practices in consumer consent reflect a compliance-first approach, which may
demonstrate that the interests of the company come before their customers. Adopting a customer-first approach and evaluating practices from a trust-building lens will lead to different
approaches. Brands that are transparent and clear in their communications, make it simple
and understandable, and prioritize consumer interests will go far in strengthening trust.
“For us, it becomes about brand trust. When people are buying diamonds, trust is
fundamental.”
— Ellen Junger, Helzberg Diamonds

“(One goal is) greater participation in the digital economy. The more that people trust that
their data is being used responsibly, the more they understand what is happening, the more
likely they are to feel confident agreeing to share information.”
— Kimberly Bella, Visa
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LOOKING AHEAD
2. Design the Consent Experience with Customer Experience Expertise and a Goal
Customer experience (CX) professionals focus on solving customers’ challenges and streamlining their journey to improve their overall experience with a brand. They agonize over the
most intuitive language and interface, reducing clicks and measuring the experience against
customer satisfaction metrics and the financial rewards of a better customer experience.
Currently, most consumer consent implementations in Cookie Bar Alerts are complex and/or
confusing. Almost all privacy policies are written and presented as dense legal documents
with the primary purpose of protecting the company over the customer. How would a customer experience professional driven and measured by CX goals redesign the consumer
consent operation?
“If you want to get customer understanding and trust, it’s got be designed from someone who
is thinking from a CX point of view. The customer is trying to get a job done and they have
increasingly little time and attention.”
— Ellen Junger, Helzberg Diamonds

3. Provide Practical Education to Support Informed Choice
The complexity of consumer data in marketing will only get more complex over time. While a
minority of consumers may engage with consumer education efforts, the advertisers, media
companies, and technology companies in the advertising supply chain all have a vested
interest in helping consumers understand and feel more confident about how their data
can be used and what the value proposition to them is for data-driven marketing.
“[Referencing Visa’s study of consumer perspectives on data sharing more broadly] There are
groups (younger consumers) who are abandoning data sharing completely because they
cannot make sense of what they are being told and it’s because the experiences are not
trying to educate them.”
— Kimberly Bella, Visa

"Where opt-in is required in the US, for example iOS Mobile app ecosystem, EMEA opt-in
rates exceed the US, presumably because EMEA has been educating it's consumers longer
at this point"
— Helen Lin, Publicis Media

“Education is critical.”
— Chris Guenther, News Corp
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LOOKING AHEAD
4. Clearly Communicate the Value Proposition for Consumers
Too many consumer consent messages talk about “targeting,” or the operational needs of the
company — security, operations, or website management. This only perpetuates the belief
that advertising is a necessary evil at best and a self-serving, invasive force at worst. The real
benefits of data-driven marketing to the customer include:
• Advertising that is much more relevant to consumers’ interests and needs, matching them
to products and services they value
• More personalized customer experiences make it faster, easier, and even more enjoyable
to do business with the brands they value
• The continued underwriting or sponsoring of valuable content like videos, podcasts, and
useful and insightful articles
By leading with the value, advertisers can potentially adjust the attitude consumers have about
sharing data.
“Ensure the consumer understands the value exchange up front — not just what you’re
collecting but the expected value they can receive from that.”
— Josh Blacksmith, Kimberly-Clark Corporation

5. Continuously Improve Marketing Efficiency and Effectiveness
Marketers have an enduring need to improve marketing. That can mean simplifying the
choices of consumer consent opt-ins such that brands have more quality consumer data that
can improve marketing outcomes. While many of the guiding principles for best-practice
approaches can be customer-first, brands also need to prioritize and balance the business
needs of marketing.

6. Demonstrate the Advertising Industry as the Leader in Consumer Consent and Data Management
Currently, advertisers are responding to government regulations meant to protect consumers.
By taking a positive, proactive stance on consumer data management, including consent, the
advertising industry (advertisers, media companies, platforms, technology suppliers, and data
management companies) can earn a leadership role with consumers and regulators. Initiatives
like the Ad Council and Global Alliance for Responsible Media show the industry as a leader
in important public-serving initiatives. Can the advertising industry move from the back foot
of compliance to a front-foot stance championing responsible consumer consent and
data management?
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WHAT STANDARDS, GUIDELINES, OR RECOMMENDATIONS COULD
IMPROVE THE INDUSTRY APPROACH?
Define a Best-Practice User Experience, Including Messaging
Consumers are more likely to feel trust engaging with consent choices if those choices are written
and designed consistently and meant to empower them. Currently, there are many variations in how
interfaces are presented, buttons are named, and choices are phrased. Some of this inconsistency is
simply marketers figuring this out on their own. Some are fueled by experts who apply marketing testand-learn design to optimize for opt-ins. Variation can be seen as a competitive advantage. Marketers
may need to decide if this lack of standardization is worth it.
Options to be considered:
• Design a preferred message and set of choices to global users that is compliant with most
regulations.
• Simplify messaging for clarity and to communicate the value proposition to consumers.
• Define a limited set of visual designs to communicate clearly and allow for various brand
interfaces while delivering enough consistency to make the communication easily recognizable
to the user.
Create, Distribute, and Promote Consumer Education Materials
Data-driven digital marketing will become increasingly complex. Brands cannot expect to inform
consumers in a simple cookie alert “bar,” email opt-in, or mobile app purpose string. Consumer data
privacy will continue to be an important topic and will likely cycle through increased attention for years
to come. How will consumers get answers and information about consumer data privacy?
Do a web search for “consumer data privacy in marketing,” “consumer data in advertising,” and
“companies collecting data on customers”:
• Pages 1 and 2 of results are dominated by B2B content for marketers about the “hows” and
“whys” of the issue.
• Some consultancies (McKinsey, PwC), business publishers (Forbes, HBR), and tech companies tackle the issue from a business perspective.
• Wikipedia covers the issue, as does the National Conference of State Legislatures.
• Some consumer education content comes from WIRED, Wharton, and independent consultant
Melody Ann Ucros via Medium. Most position the marketer’s intent as potentially invasive.
Should advertisers present consumer education materials that not only educate consumers to make
thoughtful decisions on consent but also to provide a more balanced view of the value proposition
to them?
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WHAT STANDARDS, GUIDELINES, OR RECOMMENDATIONS COULD
IMPROVE THE INDUSTRY APPROACH?
“One measure of success is that consumers understand what you are doing with their data,
not just at an industry level but at a company level. It should be explained simply and they
should experience the usage of their data applied consistently with their expectation. If consumers can explain the value exchange to you, you are on your way towards the goal. And if
they believe it’s valuable, you’re on your way to building trust.”
— Helen Lin, Publicis Media

Create or Support an Existing Consumer Consent “Trust Mark”
To create a set of common standards, awareness, and a shorthand for consumers to trust,
the industry could establish those standards and a visual identity for them, and then promote them
to raise awareness among consumers.
Currently, there are a few efforts underway:
• Your Ad Choices from Digital Advertising Alliance: This licensable mark is meant to signify
the site follows self-regulatory principles defined by the Digital Advertising Alliance.
• TRUSTe from TrustArc: This is a mark from a consent management software provider.
It remains proprietary to that brand and has been deployed for about 45 brands.
• OpenPass from TradeDesk: This emerging effort may offer a common way for consumers to
manage their consent permissions for some advertisers. Trade Desk may be enlisting additional
advertising technology companies to develop, test, and support the effort.
• Consumer Opt-Out from Network Advertising Initiative: This coalition of advertising technology
companies has established a consolidated place for consumers to manage browser, mobile,
email, and connected-TV consent. Members must honor consumers’ selected options at the
NAI website.
• ANA Privacy Shield Program: While intended for a very different purpose (United States
organizations leveraging data from the EU and Switzerland), this platform might be redefined
to serve a “trust badge” purpose.
“The industry would benefit from a consistent, consumer-branded experience that says,
‘Welcome, my Web site, like all of the other Web sites that belong to this program, promise to
do all of these good things and not to do those bad things associated with these identifiers’…
if a consumer sees this icon, they won’t need to reconfigure their same default settings when
navigating from site A to site B…”
— Joshua Koran, Criteo
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WHAT STANDARDS, GUIDELINES, OR RECOMMENDATIONS COULD
IMPROVE THE INDUSTRY APPROACH?
Work with Credible Partners to Ensure a Customer-First Approach and Education
Trust in business and advertising will forever be full of ups and downs. The most recent Edelman
Trust Barometer 2021 suggests that trust in business is higher than other institutions (e.g., government, NGOs, media). For major advertisers to adopt a more customer-centered solution to consent,
provide useful educational materials, and build acceptance of a trust mark, it may be necessary to
partner with an organization that already holds considerable consumer trust, such as the AARP, which
offers seniors educational materials, or the U.S. Chamber of Commerce, which provides community
education and resources to small and mid-size businesses
Drive Innovation for Consumer Data Control and Marketing Enablement
What can consumer consent and data self-management look like in the future? Will blockchains
provide the one-source-of-truth-ledger for consumer data that is always anonymized yet still useful to
all parties? Will start-ups like Tartle.co provide consumer-controlled data marketplaces that marketers
can dip into in full partnership with their customers? Will new ad platforms like the Brave web browser
and AdWallet lead to “attention markets” at scale? What might a “blank slate” solution for consumer
data look like? Can advertisers work together to guide and/or drive some of the advertising technology
innovation based upon the principles of consumer consent stated earlier in this report?
By creating an innovation agenda completely transparent to the public and to regulatory stakeholders,
advertisers would earn the credit for seeking new customer-centered solutions. Established organizations like IAB Tech Lab, the ANA, or the MIT Media Lab could host this initiative. An innovation
initiative would reveal new possibilities and demonstrate that the industry is seeking and embracing
new ways to adopt customer-centric practices.
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WHAT DEFINES SUCCESS?
Increased Customer Satisfaction and Trust
Most “trust in advertising” measures reflect long-term trends affected by many factors. It is not
practical to assume that a greatly improved approach to consumer consent would, in and of itself,
move the needle in a broad consumer trust study. Advertisers are more likely able to measure
improvements in trust and satisfaction with consent models with their own customers at or near the
point of consent. Establishing a consumer data “trust mark” that is broadly applied and promoted
would offer another way to measure.
Increased Consumer Participation Online
While 2020 saw record growth in e-commerce and other online engagement due to the pandemic,
the more trust and comfort brands can instill, the more people will participate more often online. By
giving people more reason to feel good about consenting to the use of data in marketing, companies
may encourage them to do more things online, including interacting with brands in ways that are
mutually beneficial.
Measurably More Effective Marketing
The data-rich nature of digital marketing gives marketers more means to measure the efficacy of
marketing strategies, tactics, and channels. The ripple effect of more effective marketing can extend
to productivity gains in business and industry and to greater customer satisfaction. Creating consent
models and innovations that satisfy consumer data privacy and control concerns while helping advertisers measurably improve the effectiveness of their marketing efforts is a big win. A great solution
includes strengthening brands’ first-party data capabilities with the full consent and understanding
of their customers, and delivers higher sales, retention, and other lifetime customer value metrics.
Greater Marketing and Operations Efficiency
While prioritizing a customer-centered approach, any new solution should be efficient. Even as
advertisers look to strengthen effectiveness and impact, they need to minimize centralized overhead.
Brands should be able to select vendors (i.e., Consent Management Platform providers) that all
meet a threshold of best practices and offer a high degree of interoperability to keep advertiser
costs contained.
Advertiser Community Perceived as Leaders in Consumer Consent
Ideally, the dynamic between regulators and advertisers would flip, where the regulators work to keep
up with the insights and positive steps from the industry. There would be positive public relations
coverage of brand efforts to lead with a customer-centered approach to consent. An example includes
the emergence of social media and the role of the Word of Mouth Marketing Association (acquired
by the ANA in 2018) in the 2000s. As the FTC worked to define important disclosure rules for marketers, WOMMA was consulted and often “in the room” for discovery and discussion. Currently, the
Digital Advertising Alliance has established principles, tactical applications, and even enforcement of
self-regulatory efforts to lead the industry.
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WHAT DEFINES SUCCESS?
Fewer Regulations, Penalties, and Litigation
Individual U.S. states and countries across the world are adding consumer data privacy regulations.
This makes the jobs of marketers who operate across geographies more complex and potentially
costly. Meanwhile, the GDPR levied fines in 2020 of $191.5 million, which is a 40 percent increase.
Many of these fines are unrelated to consumer consent. Large brands like Vodaphone, Caixabank,
and BBVA have all received fines for consumer consent and data processing issues. Going forward,
fewer new regulations and far fewer fines levied for consumer consent issues would show progress
in the advertising industry in leading and self-regulating.
Alignment and Support Across the Advertising Tech Ecosystem
Consumer consent and data management involves the whole advertising ecosystem: advertisers
(ANA members), media platform companies (Facebook, Google, Apple), advertising tech firms,
publishers, advertising data companies (Acxiom, Datalogix ), marketing agencies, and a long list
of specialty providers. Ideally, an improved approach to consumer consent would be shared and
supported by the entire ecosystem. The best way to establish and communicate a single, consistent
approach is to align messaging from all the players in the ecosystem.
Conclusion
This report is intended to advance conversations within the marketing community toward improvements in consumer consent. As such, a “conclusion” is premature. The opportunity going forward
for the advertising community, and advertisers specifically, will be to define and establish best practices in consumer consent that rightly balance the rights and needs of consumers with the potential
in data-driven marketing. Any good solution will prioritize consumer trust and marketing efficacy.
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APPENDIX
References
Network Advertising Initiative: The Network Advertising Initiative (NAI) is the leading self-regulatory
association comprised exclusively of third-party digital advertising companies.
International Association of Privacy Professionals: The IAPP is the largest and most comprehensive
global information privacy community and resource. Founded in 2000, the IAPP is a not-for-profit
organization that helps define, promote, and improve the privacy profession globally.
Guide to the U.K. General Data Protection Regulation (U.K. GDPR): The Guide to the U.K. GDPR is
part of our Guide to Data Protection. It is for DPOs and others who have day-to-day responsibility
for data protection.
What is consent management? The ultimate guide (2021) from Bloomreach: A summary blog post
on consumer consent from a CDP provider.
The Consent Management Platform provider OneTrust manages a resource at CookiePro.com that
summarizes how different regulations affect the requirements for cookie alerts, one of the primary
touchpoints for consumer consent.
IAB Launches CJPP Compendium in Partnership with OneTrust: This project kicked off in 2020 to
explore the privacy laws of 11 countries around the world and determine how the different requirements apply to digital advertising participants and the transactions they typically undertake.
Apple User Privacy and Data Use description: Apple’s official description of the iOS 14 changes
for mobile AppTracking.
Apple Interface Guidelines for User Data Messages: A summary of recommended approaches
for brands.
Apple Identifier for Vendor Description: A short summary for brands with multiple apps.
AppTrackingTransparency Examples: A growing gallery of how brands are implementing purpose
strings and pre-alert messages.
FTC CAN-SPAM Act Compliance Guide: A summary of the components for email compliance.
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